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Abstract

This study proposes a hybrid technique in securing image data that will be applied in
telemedicine in future. Based on the web-based ENT diagnosis system using Virtual Hospital
Server (VHS), patients are able to submit their physiological signals and multimedia data through
the internet. In telemedicine system, image data need more secure to protect data patients in
web. Cryptography and steganography are techniques that can be used to secure image data
implementation. In this study, steganography method has been applied using hybrid between
Discrete Cosine Transform (DCT) and Slantlet Transform (SLT) technique. DCT is calculated on
blocks of independent pixels, a coding error causes discontinuity between blocks resulting in
annoying blocking artifact. While SLT applies on entire image and offers better energy compaction
compare to DCT without any blocking artifact. Furthermore, SLT splits component into numerous
frequency bands called sub bands or octave bands. It is known that SLT is a better than DWT
based scheme and better time localization. Weakness of DCT is eliminated by SLT that employ
an improved version of the usual Discrete Wavelet Transform (DWT). Some comparison of
technique is included in this study to show the capability of the hybrid SLT and DCT. Experimental
results show that optimum imperceptibility is achieved.
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1. Introduction

Telemedicine is one of the applications which use Internet to communicate and share data.
The telemedicine was developed based on multidisciplinary integration of information technology,
network technology, medical instrumentations and clinics medicines. The focus of this study is
related to there is few applications published. According to [1] described Ear-Nose-Throat
(henceforth, ENT) medical image in diagnosis system to find the sender of data. Through this
system, patient can be sent using virtual hospital server that take an advantage of the internet.

For the example, the patients may ask for a diagnosis at a distance location instead of going
to hospital directly. Using Virtual Hospital Server (VHS), physician may process the online
diagnosis in the Internet. More attackers could be eliminated by securing methods. Methods and
techniques will be secured the data. Both cryptography and steganography are able to secure the
data directly or indirectly.

Cryptography uses for encrypt and decrypt data so that data cannot be opened.
Steganography is the art of hiding the existence data in another medium transmission to achieve
secret communication. We focus in steganography to secure the data to hide into another data.

In steganography, secret message is the data that sender wishes to remain confidential
and can be text, images, audio, video or any other data that can be represented by a stream of
bits. The cover or host which the message is embedded and serves to hide the message called
“Stego-Image” [2].

There are three characteristics to design Steganography: (a) Invisibility [2], where human
eyes cannot distinguish between original and stego-image. Invisibility is also known as
imperceptibility. (b) Capacity [2], where it manages to embed more data, providing that the
manage remains its quality. (c) Time Localization, where the use of Slantlet (henceforth, SLT)
perform of the stego-image more effectively. In addition, a good time localization property make
a good representation of image [3].
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Additionally, embedded secret data is performed using frequency domain approach — SLT
and DCT. Secret data is hidden in one of the high frequency sub-band of SLT by tracing skin
pixels in that sub-band or octave-band.

2. Research Method
2.1 Slantlet Transform

SLT is an equivalent from DWT but provides better time-localization because the shorter
support of component filter [4]. DWT usually implemented in form of an iterated bank with tree
structure, but SLT draws its inspiration from an equivalent form of parallel structure with parallel
branches [5]. SLT has been provided a filterbank which less frequency selective than DWT,
although SLT provides better time localization compared to DWT [6].

SLT has an equivalent structure, which the scale of dilation factor is in 2 for each filterbank.
SLT with two scale filterbank are given in Figure 1, while SLT with three filterbank can be
displayed in Figure 2.
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Figure 1. Two-scale Filterbank and an Equivalent Structure [3]
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Figure 2. Comparison of Two-Scale Iterated D, Filterbank (left) and Two-Scale Filterbank
(Right) [3]
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The outputs are down sample by a factor of 4 which are the transform coefficients then
threshold using suitable parameter. The Inverse Slantlet Transform (ISLT) is performing to
reconstruct the original data on this threshold [1].

Figure 2 can be described in formula that contains the filterbank fragmentations. The SLT
mathematic model will be shown through the filter scale. SLT display 2! of downsampling which
is presents in channel. Assumed for g;(n), f;; ;(n) and h;(n) are the SLT filters that has an exact
support of 2i*1, SLT has low pass filter which namely h;(n) and the other one is f;(n). Every filter
conducted by 2! downsampling. The piecewise linear of SLT will be represented as follow in
Equation 1 to 3.

Qoo+ ag1 M, orn=0,..,21
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Which as,bs, and cs used as the notation to produce the scale. The satisfaction of
orthogonality and two vanishing moments will be done to present as follow in Equation 4 to 15.

Each of g;(n), f;(n) and h;(n) is of unit norm

2i+1_q
PAQES @
n=0

2i+1_1
Z fm=1 (5)
n=0

2i+1_q
Z 2 (n) =1 (6)
n=0

gi(n) is orthogonal to its shifted time reverse
2i+1_q
> am g -1-m =0 @)
n=0
Each of g;(n) and f;(n) annihilates linear discrete time polynomials
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The SLT filterbank gives a reduction of (2¢ — 2) sanples or supports for scale i, compared
to iterated D, DWT filterbank, and the reduction in support approaches one third as i increases.
Sushil Kumar and S.K. Muttoo [4] [7] [8] [9] describes the advantages of Slantlet Transform (SLT)
are better than DWT, Haar Wavelet Transform and Contourlet Tranform in image quality, best
payload, get better result for extracting and embedding the original image, increase embedding
capacity, and get imperceptibility.

3. Results and Discussion
The original image is in 512x512 pixel grayscale medical images. These, image will be
shown as follow in Figure 3.

Figure 3. Tested Images Database

Here, we proposed a scheme to improve imperceptibility both in embedding and exctracting
process:

3.1 Embedding Scheme

1. Step 1: Perform SLT on the original image to decompose it into four non-overlapping multi-
resolution coefficient sets: LL, HL, LH and HH.

2. Step 2: Perform DCT to each block in step 1, and then obtain DCT domain frequency bands
in the chosen sub-band (LL) coefficient. These coefficients sets are chosen to inquire
imperceptibility of algorithms equally.

3. Step 3: Using Inverse DCT (IDCT) on the selected block of low-band coefficients have been
modified to include the stego bit as described in the previous step.

4. Step 4: The SLT transformed image converted to stego host image using Inverse SLT (ISLT).

3.2 Extracting Scheme

1. Step 1: Apply SLT to decompose the steganography image into four non-overlapping multi-
resolution sub-bands: LL, HL, LH and HH.

2. Step 2: Apply DCT to each block in the chosen sub-band (LL), and extract the mid-band
coefficients of each DCT transformed block.

3. Step 3: Reconstruct the stego using the extracted stego bits, and compute the similarity
between the original and extracted message.

3.3 Performance Measurement

The one of evaluation criteria from this experiment is come from the value PSNR. The high
value of PSNR represented a good imperceptibility.

Figure 4 shows the result of PSNR value in Brain_Gray.jpg using five different algorithms.
DCT algorithm gives 10.6298 PSNR value, DWT algorithm gives 22.3170 PSNR value, while SLT
algorithm gives value of 24.9780 dB which is slightly same with the result given by DWT-DCT
algorithm (24.8973 dB). The purpose algorithm of this research which is SLT-SCT gives the best
value (30.7012) compare with the other algorithm from the previous research.
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Whereas the result of PSNR value in Endoscopic_Gray.jpg is shown in Figure 5. DCT
algorithm gives 10.5680 PSNR value, DWT algorithm gives 23.8085 PSNR value, while SLT
algorithm gives value of 28.2713 dB which is slightly same with DWT-DCT algorithm (28.1007

dB). The purpose algorithm of this research which is SLT-SCT still gives the best PSNR value
(32.6842).

Original Image DCT DWT

10.6298 22.3170

SLT DWT-DCT SLT-DCT

24.9780 24.8973 30.7012

Figure 4. A Result of Stego Images PSNR using Brain_Gray.jpg (in dB)

Original Image DCT DWT

11.4039 25.4324

LD DWT-DCT SLT-DCT

37.6579 36.3619 40.4803

Figure 5. A Result of Stego Images PSNR using Chest_Gray.jpg (in dB)
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Figure 6. A Result of Stego Images PSNR using Endoscopic_Gray.jpg (in dB)

The result of PSNR value in Endoscopic_Gray.jpg is shown in Figure 6. DCT algorithm
gives 10.5680 PSNR value, DWT algorithm gives 23.8085 PSNR value, while SLT algorithm gives
value of 28.2713 dB which is slightly same with DWT-DCT algorithm (28.1007 dB). The purpose
algorithm of this research which is SLT-SCT still gives the best PSNR value (32.6842). Figure 7
shows the result of Stego Images PSNR using Larynx_Gray.jpg. Comparing with the other
algorithm, the purpose algorithm SLT-DCT still gives the best PSNR value (36.8956 dB). It is
proving and strengthening the result that has been explained in Figure 7 until Figure 8.

Original Image

DCT

DWT

11.4533

24.8742

SLT

DWT-DCT

SLT-DCT

324114

31.9821

36.8956

Figure 7. A Result of Stego Images PSNR using Larynx_Gray.jpg (in dB)
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Figure 8. A Comparison of Extracting Message and Time Taken in Embedding and Extracting
Process

Figure 8 describes the comparison of time taken and result of extracting message using
five algorithms toward four different images. From the result it can be identified that DWT
algorithm gives better extracting message result compare with SLT-DCT. Even SLT-DCT has less
quality of extracting message result, the message still can be read easily and the goal of
steganography still can be achieved.

From the time taken point of view it can be concluded that the more time needed to do the
extracting process, the better extracting message result can be got. SLT, DWT-DCT and SLT-
DCT take in average 9 seconds to do the extracting process and the result is in medium quality.
Comparing with DCT that take in average 1.3 second it gives less quality of the extracting
message. DWT give the best quality of extracting message result since it takes the longest time
(average 20.5 seconds).

Table 1. A Comparison of PSNR Each Algorithm Using 4 Different Images

Original Image DCT DWT SLT DWT-DCT  SLT-DCT
Brain_Gray.jpg 10.6298 22.3170 24.9780 24.8973 30.7012
Chest_Gray.jpg 11.4039 25.4324 37.6579 36.3619 40.4803
Endoscopic_Gray.jpg 10.5680 23.8085 28.2713 28.1007 32.6842
Larynx_Gray.jpg 11.4533 24.8742 32.4114 31.9821 36.8956

Here, Table 1 indicates the conclusion that SLT-DCT gives the significant result of PSNR
value toward four different images compare with the other algorithms. Based on comparison result
among the images in SLT-DCT algorithm, the best PSNR value is derived from Chest_Gray.jpg
image and the worst PSNR value is resulted from Brain_Gray.jpg image.

Imperceptibility analysis is used to analyze any results obtained from previous experiment,
to show the performance of the proposed SLT-DCT steganography algorithm. The PSNR value
for Chest in Table 1 reaches 40,4803 dB. Compare with another image that presented in Figure
5, 6, and 7, proved that Chest is highest than another images. In another hand, Brain is the lowest
with 30,7012 dB. While Endoscopic PSNR value is 32,6842 dB and Larynx yield 36,8956 dB.
Overall of stego image get PSNR value more than 30 dB. PSNR range = 20 and < 40 that
acceptable to Human Visual System and good quality reconstructed image. Our result can be
expressed in Figure 9.

The three stego image also outperform previous work by [9] are Brain, Chest and Larynx.
Figure 10 shows the PSNR comparison between proposed algorithm and existing previous works.

Figure 10 describe the comparison of existing algorithm using DWT-DCT algorithm by [11]
and new algorithm propose by this research. The existing DWT-DCT algorithm shows better
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PSNR value compare with another algorithm those are DCT and DWT algorithm. The purpose
algorithm, SLT-DCT come up to give better result of PSNR value compare with the existing
algorithm (DWT-DCT).

For every selected image, the results of stego image are created to ascertain the relation
of time taken based on the different type of algorithm. Then, the result of execution time of each
data files in the selected image steganography during evaluation process is resumed. The time
taken has not only increased speeds but also improved real-time aspects of multicore processing
— particularly the predictability of images being be shown in a very short time with little variation
in the time taken to process the images. Although the time taken from each image are different,
time taken has been the benchmark to analyze of each algorithm.

This experiment result based on time taken show that DCT is lowest time taken (average
1.3 second) than another technique as given in Figure 11. Besides that, DWT show highest time
taken (average 20 second). The propose method show that lower time taken than DWT, higher
time taken than DCT and also slightly same with SLT and DWT-DCT. Whereas, Figure 12 show
a time taken comparison between DCT, DWT, SLT, DWT-DCT and SLT-DCT. This figure state
that SLT-DCT yield shorter time than DWT and slightly different with DWT-DCT or SLT only.

Table 2 presents that this proposed method in SLT-DCT better performance than an
existing work. Comparing in the same image are Chest and Larynx using same DWT-DCT. In the
proposed method, PSNR Chest is 36,3619 dB that better than PSNR Chest of previous work only
29,58 dB. While PSNR Larynx of existing algorithm is 32,36 dB that slightly better than proposed
method is 31,9821 dB. In another hand, using image Brain and Endoscopic, the PSNR result of
DWT-DCT can be categories as good. SLT-DCT as an enhance algorithm achieve great
performance better than DWT-DCT both in existing work and this experiment. Especially using
image Chest and Larynx which each 40,4803 dB and 36,8956 dB which is a significant result
compare with DWT-DCT in existing work. The others are Brain in 30,7012 dB and Endoscopic in
32,6842 dB. From the time taken point of view it can be concluded that the more time needed to
do the extracting process, the better extracting message result can be got. SLT-DCT algorithm
require a longer time than DWT-DCT. It is influenced from a hybrid algorithm.

PSNR Value

45.0000
40.0000 /A\
35.0000 / £ \//‘
30.0000 4
——DCT
. 25.0000 = DWT
S
& 20.0000 ST
DWT-DCT
15.0000 SIT-DCT
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5.0000
0.0000

Brain Chest  Endoscopic  Larynx

Figure 9. PSNR Value of Tested Images
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Figure 10. A Comparison PSNR With Existing Algorithm by [10] and the Proposed Algorithm
Using SLT-DCT
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Figure 11. A Comparison Embedding Time Taken
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Time Taken Extracting Each Algorithm
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Figure 12. A Comparison Extracting Time Taken

Table 2. PSNR (in dB) and Time Taken (in second) Based on DWT-DCT and SLT-DCT
Existing Algorithm by

[10] Proposed Algorithm
Image DWT-DCT DWT-DCT SLT-DCT
Time Taken Time Taken
PSNR PSNR (Extract) PSNR (Extract)
Brain - 24,8973 9,4688 30,7012 9,3750
Chest 29,58 36,3619 9,3438 40,4803 9,7656
Endoscopic - 28,1007 8,9531 32,6842 9,6094
Larynx 32,36 31,9821 9,0313 36,8956 9,6875

KINETIK Vol. 4, No. 1, February 2019: 87-98



KINETIK ISSN: 2503-2259: E-ISSN: 2503-2267 97

4. Conclusion

This experiment has been done toward medical image that implemented using medical
image. According the research objective in introduction, this experiment was completed and
achieved a good performance. The result was conducted to implement on some algorithm such
as DCT, DWT, SLT, DWT-DCT and SLT-DCT. In compare to current steganography algorithms
which are based on the joint of DWT-DCT, proposed algorithm is achieved significantly higher
imperceptibility. Eventually this experiment can be proved that SLT-DCT is the suitable algorithm
to securing medical image. While the validation and testing done by PSNR and time taken.
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