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Abstract

The advancement of distributed computing has enabled the use of multi-cloud
and serverless computing, which are beneficial due to their flexibility,
scalability, and cost efficiency. There are, of course, pertinent challenges
associated with these computing paradigms, such as resource heterogeneity,
cold-start latency, vendor lock-in, and privacy. Recent trends in Federated
Learning (FL) and Deep Reinforcement Learning (DRL) offer promise in
tackling these challenges. FL systems enable decentralised, privacy-
preserving model training across heterogeneous systems, while DRL systems
enable adaptive models for real-time decision-making to optimise system
resources and improve performance. This Systematic Literature Review (SLR)
covers the years 2020 to early 2026 and examines the intersection of FL and
DRL in multi-cloud serverless computing, following the PRISMA methodology.
A primary analysis of 50 quality studies was undertaken to answer four privacy-
related resource management questions. The results demonstrated FL

increases privacy and scalability utilizing decentralised training. Consolidating
the Federated DRL and Multi-Agent stacks increases the system by obtaining
a better trade-off and optimization among latency, energy, and operational
efficiency. However, a few gaps still exist, such as the absence of a more
holistic framework, elusiveness in cross-system integration and collaboration,
and a lack of concrete real-world applications. More work is needed to build a
cohesive Federated Learning framework to improve sustainability and security
in the multi-cloud, serverless systems of the future. Beyond a systematic
literature review, this study provides a comparative synthesis of FL-DRL-
based approaches and proposes a conceptual orchestration framework as a
foundation for intelligent resource allocation in serverless multicloud
environments.
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1. Introduction

Distributed computing has evolved rapidly with the adoption of multicloud and serverless architectures,
fundamentally changing how organizations operate by offering greater flexibility, scalability, and cost efficiency. These
paradigms enable dynamic resource deployment and abstract infrastructure management, making them well suited for
modern data-intensive applications. At the same time, Federated Learning (FL) has emerged as a promising distributed
learning paradigm capable of achieving predictive performance comparable to centralized training while reducing
communication overhead and preserving data privacy, since raw data remain local to participating nodes [1].
Consequently, FL is increasingly considered relevant for heterogeneous and privacy-sensitive distributed environments.

However, the transition toward serverless multicloud systems introduces significant orchestration challenges,
including resource heterogeneity, cold-start latency, vendor lock-in, and privacy concerns [2][3]. While Deep
Reinforcement Learning (DRL) has been applied to dynamic scheduling, real-time load balancing, and auto-scaling in
serverless platforms [4], and FL has addressed decentralized and privacy-preserving learning, existing research
remains fragmented. Most studies focus on isolated optimization objectives, rely heavily on simulation-based
evaluations, or lack standardized orchestration frameworks suitable for heterogeneous multicloud environments.
Furthermore, unresolved issues such as statistical and system heterogeneity, data imbalance, and cost-performance
trade-offs continue to limit the practical applicability of current solutions [5][6][7][8].

The integration of FL and DRL therefore represents a promising approach for intelligent resource orchestration
in serverless multicloud systems, where privacy preservation, scalability, and efficient resource allocation are critical.
FL protects sensitive data within local environments while minimizing communication overhead and supporting
regulatory compliance such as GDPR [9], whereas DRL—particularly multi-agent methods—effectively optimizes
performance metrics including latency, throughput, and energy consumption under dynamic conditions [10][11].
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Although prior work has explored hybrid federated architectures and cryptographic enhancements to improve privacy
and efficiency [12], a unified orchestration perspective is still lacking. Accordingly, this paper goes beyond a
conventional systematic literature review by providing a comparative synthesis of FL-DRL-based approaches and
formulating a conceptual orchestration framework as a foundation for intelligent, scalable, and interoperable serverless
multicloud systems.

2. Research Method

The trend of Federated Learning (FL), Deep Reinforcement Learning (DRL), multicloud, and serverless
computing based on research outputs over the past five years (2020 to 2025) in Scopus can be observed as follows:
Figure 1
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Figure 1. Trends in Research Topics

According to the keywords "Deep Reinforcement Learning", the highest number of publications, 13,772, was
indexed in 2024. The keyword "Federated Learning" yielded 50,422 publications, the highest number for 2024, with
20,720. In contrast, the area of research on "Multicloud" yielded only 173 publications, with the highest number in 2022
(38). The highest number of publications focusing on "Serverless" environments was 2,276, with 2024 the highest year
(579 publications). The research output for these topics shows that there are currently active trends, particularly the
combination of Federated Learning with Deep Reinforcement Learning in Multicloud Serverless environments. The
publication trends indicate a rapidly growing research interest in Federated Learning and Deep Reinforcement Learning,
while studies explicitly addressing multicloud serverless environments remain relatively limited. This imbalance
highlights the relevance and novelty of investigating FL-DRL integration in multicloud serverless contexts.

The results of these trends explain the continued relevance within these research fields. The purpose of this
research is a Systematic Literature Review (SLR) Methodology and more specifically, the PRISMA framework. The
procedure has four specific steps: Identification, Screening, Eligibility and Inclusion. It is depicted in Figure 2.
Searching for literature: The first step was to search several well-known databases such as ScienceDirect, Springer,
Scopus, Wiley and IEEE Explore to investigate the latest publications on this subject. We used three keyword strategies
to collect studies that are relevant to Federated Learning (FL), Deep Reinforcement Learning (DRL), and the
combination of them in multicloud serverless environments:

“Federated Learning” AND “Serverless” AND “Multi-cloud” (yielding 55 records).
“Deep Reinforcement Learning” AND “Resource Management” AND “Multi-cloud” (yielding 201 records).
“FL AND DRL AND Serverless AND Multi-cloud” (yielding 46 records).

There were a total of 239 records after the initial data collection. Duplicate records needed to be removed during

the screening process. . Additionally, other irrelevant studies to the main topics of focus also had to be removed. Studies
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that were outside the desired publication date of 2020 to the present year (2026), and that were also unverified peer
reviews, also had to be removed, which excluded 73 records for the remaining studies, and they were then moved to
the next stage in the process. During the eligibility stage, the remaining studies’ abstracts and titles were examined. .
Flow of the PRISMA can be seen in Figure 2.

Out of the previous 239 records, 84 of the studies were deemed to meet the eligibility criteria to be then moved
to the next step, while the remaining 155 were irrelevant, in that they did not have any comparisons to focus on topics
like Federated Learning (FL), Distributed Reinforcement Learning (DRL), and Multicloud Serverless Resource
Management. An inclusion step, which is a full review of the remaining studies, analyses all the potentially eligible
studies in detail, and after some unrelated studies were removed, a total of 50 studies were included in the final data
set. With these final studies, a foundational basis was provided to answer the primary objectives of the research, such
as the identification of methods, or to provide an overview of how FL and DRL have all been in studying the use of a
serverless multicloud environment, to further provide detail on any underlying issues.
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Figure 2. PRISMA-based Flow Diagram lllustrating the SLR Process

This study, after systematically recognizing, screening, and including pertinent studies released between 2020
and early 2026, involves the curation of datasets consisting of quality articles, journals, research papers, and review
papers, all of which have been peer-reviewed. These documents form the basis of the study of the combination of
Federated Learning and Deep Reinforcement Learning in multi-cloud serverless environments. This study is guided by
a single overarching research question: How can the integration of Federated Learning (FL) and Deep Reinforcement
Learning (DRL) be effectively designed and optimized to address privacy preservation, scalability, dynamic resource
allocation, and performance optimization in multicloud serverless environments while improving latency, energy
efficiency, and cost—performance trade-offs, and what research gaps remain for developing standardized and
interoperable architectures?

In addition to study selection, this review applies a systematic comparative synthesis approach, extracting
performance metrics (latency, energy, cost, SLA), architectural patterns, and learning strategies from selected papers.
The synthesis results are then abstracted into high-level architectural components and orchestration functions, which
serve as the basis for formulating a conceptual framework.
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3. Results and Discussion

This section presents a comparative synthesis of FL and DRL approaches to identify recurring performance
patterns, architectural characteristics, and orchestration requirements across the reviewed studies. In Table 1 presents
the mapping of 50 papers curated according to the research topic. There are 15 papers referenced for the FL topic, 16
for the DRL topic, 10 for multi-cloud, and 9 for serverless learning. Each of these topics will later be used to address
the research questions identified earlier.

Table 1. Topic from Resource Paper

Topic Resource Paper
Federated Learning [13][141[15][16][17][18][19][20][21][22][23][24][25][26][27]
Deep Reinforcement Learning [28][29][30][31][32][33][34][35][36][371[38][39][40][4 1][42][43]
Multi-cloud [44][45][46][47][8][48][49][50][51][52]
Serverless [53][541[55][56][571[58][59][60][61]
Total 50

3.1 Federated Learning Privacy and Scalability

The following analysis relies on the literature previously mapped in RQ1. FL is a promising approach to
overcoming the challenges of data privacy and scalability in distributed systems, particularly those utilising cloud
computing resources. In the literature, FL is a paradigm for data privacy and scalability challenges in distributed
systems, cloud computing, and related areas [19][25]. A centralised controller typically computes a global model.
However, there are other ways to integrate FL into a blockchain system for the distributed computation of global model
updates across network slice tenants. These tenants collaborate to minimise a global loss function by optimising the
weighted average of their respective local loss functions [17]. While the literature is silent on the term “multicloud
serverless,” the application of FL in cloud computing and loT offers a glimpse into its architecture and the opportunity
to develop new architectures. FL is particularly relevant to modern ecosystems that include loT devices and edge
computing, as the paradigm facilitates collaborative model training while keeping the training data localised [13]—
[16][18][19][25]. Each client’s data resides locally, as model updates are sent, thereby mitigating the risk of information
leakage while also supporting compliance with privacy regulations [13]-[16][18][19].

Paillier Homomorphic Encryption and Blinding Method, and other privacy measures emergent in the architecture,
can be complemented with other privacy-enhancing core operationalization in FL, and other detective privacy in FL
prevention of Inference Attacks [19]. FL also postulates and augments the ability to incur less communication costs;
thus, the cost of communication FL provides a potential cost of communication. Telecommunications, loT, and
pharmaceuticals [21]. FL provides advantages and also minimizes the disadvantages of centralized architecture, such
as single-point failures and data-at-scale leaks. FL also consolidates data from several devices to sustain the quality of
the global model [14][16][22][23][27].

Regarding the architecture, FL scales by distributing computational load across devices attached to the network
and the main central processing unit [14][25][26]. By this method, there is less communication overhead—FL transfers
model updates rather than sending larger raw-data files. FL efficiently distributes model updates, which benefits loT
networks [14][24]. FL is integrated with edge, fog, and cloud architectures and can support large-scale privacy-
preserving training [14][19]. The FDSAC, along with other adaptive techniques, dynamically repositioned FL nodes and
other techniques to the edge, helping accelerate convergence and better utilize disparate, highly heterogeneous
resources [19][20][26].

To summarise, Federated Learning (FL) addresses privacy concerns by retaining raw data within local
environments and exchanging only model updates, optionally enhanced with cryptographic techniques, which
distinguishes it from centralized learning approaches that require extensive data movement and global coordination.
This privacy-by-design paradigm not only reduces the risk of data leakage but also improves scalability by minimizing
communication bottlenecks and enabling parallel training across heterogeneous devices and cloud resources.
However, compared to centralized and fully coordinated orchestration models, FL still faces challenges related to data
heterogeneity and training efficiency, particularly in dynamic multicloud environments. Existing studies further indicate
that while blockchain, encryption, and differential privacy can strengthen security during model exchange, their
effectiveness depends heavily on coordinated aggregation, model selection, and deployment mechanisms. In
multicloud settings, the process of global model aggregation followed by selective dissemination to local nodes
highlights the critical need for an orchestration framework that can manage collaboration, ensure consistency, and scale
learning across distributed environments, as illustrated in Figure 3.

© 2026 The Authors. Published by Universitas Muhammadiyah Malang
This is an open access article under the CC BY NC SA license (https://creativecommons.org/licenses/by-nc-sa/4.0/)


https://creativecommons.org/licenses/by-nc-sa/4.0/

Kinetik: Game Technology, Information System, Computer Network, Computing, Electronics, and Control 549

‘ MultiCloud

Sl
S

Global Madal

’ _— @ —
g o
Federated Agregator

Blockchain
Paillier Encryption

Diferential Privacy
Model Update

- ™,

”‘?DD‘W

loT/Edge Device
. /

Figure 3. The Relationship Between Privacy, Local Models, and Global Models in Federated Learning

3.2 Deep Reinforcement Learning: dynamic resource allocation and performance

Deep Reinforcement Learning (DRL) is the cutting edge of dynamic resource allocation and performance
profiling in distributed systems. Within the context of the second research question (RQ2), the confluence of how the
technologies within DRL can make ‘rational’ and adaptable sets of decisions within environments characterised by
uncertainty by employing deep learning and reinforcement learning.

Dynamic resource allocation and performance optimisation in serverless multicloud environments are among the
many challenges in the current computing age. The integration of deep reinforcement learning (DRL) and deep neural
networks has shown promise for adaptive decision-making in changing environments [30][33]. Unlike previous
optimisation techniques, DRL is the first of its kind to determine solutions by adaptive interaction with the environment.
This feature makes it an excellent fit for heterogeneous structures. Some of the many positive applications of DRL policy
are in resource allocation, which is energy and cost-effective, workload allocation, energy and cost-effective dynamic
resource allocation, and efficient resource scheduling [30][43]. In data centres, Adaptive Learning with an Actor-Critic
Model has been employed. Q-learning techniques and models for data centres are discussed, along with their use to
adapt to desired auto-scheduling and Heuristic Scheduling models and to mitigate the cold-start problem. TF-DDRL
has been proposed for scheduling optimisation in the edge and cloud integration layers of the IoT. The solutions that
integrate multiple agents for dynamic task allocation in Fog Networks, such as DMARL, are other recent examples
[30][42]. An offloading system that incorporates a UAV to support a digital twin-based industrial 10T also incorporates
DRL [38].

Resource management based on Deep Reinforcement Learning (DRL) aims to achieve three goals: enhancing
system efficiency and functionality, reducing operational costs, and maximising the operational system’s (the energy
system’s) efficiency. Performance-optimal energy efficiency and energy-optimal task performance (the workload) are
achieved through DRL-based federated workload scheduling. Cross-domain resource allocation and federated
approaches enable distributed learning and supported ecosystems [28][29]. Such approaches promote scalability and
the sustainability of the distributed ecosystem. However, in the multicloud environments, systems exhibit DRL
challenges in computational complexity and convergence speed as well as in (data) heterogeneity. Recent studies have
integrated DRL and federated learning (FL) with privacy-preserving mechanisms to address those challenges. In
addition, more advanced (hybrid) approaches for improving operational effectiveness and system reliability have
integrated DRL with other machine learning types (e.g., heuristic) and predictive modelling [32][39]. Innovative federated
Deep Double Q-Network (FD3QN) is a good example. It vertically integrates federated learning into D3QN for cross-
domain resource scheduling, achieving lower latency than conventional DRL and 15% higher energy efficiency [29].
FUD3QN is another model that optimises resource allocation in hybrid multi-server MEC architectures [31][39].

Additionally, Adaptive Federated DRL (AFDRL) is an optimisation technique for predictive edge content caching
that mitigates non-IID data and resource issues through flexible client assignments and a DDQN-based architecture
[40]. Moreover, dynamic monitoring systems achieve 99.66% accuracy with low false positive rates [37]. Examples of
DRL federated learning are growing rapidly, particularly by integrating self-supervised learning (FedSSL) and lightweight
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models, such as those optimised with LightGBM, to improve performance in resource-constrained environments [41].
Regarding these approaches, providing DRL and adaptive federated learning enables intelligent optimisation for
seamless interoperability and advanced cloud-edge collaboration across multiple systems [31][34][35].
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Figure 4. Conceptual Framework for DRL Implementation

Figure 4 illustrates the role of Deep Reinforcement Learning (DRL) as a core mechanism for adaptive and
responsive resource management across heterogeneous computing environments, including serverless, multicloud,
edge, fog, and cloud systems. Compared to static or heuristic-based resource allocation approaches, DRL enables
dynamic resource placement, autoscaling, and workload scheduling that improve elasticity and utilization under
fluctuating workloads. However, standalone DRL solutions face limitations related to convergence speed, computational
complexity, and sensitivity to heterogeneous infrastructures. The integration of Federated Learning (FL) addresses
these limitations by enabling privacy-preserving and scalable distributed training without transferring raw data, thereby
supporting regulatory compliance and cross-domain collaboration. Furthermore, advanced DRL algorithms such as
DDQN, DDPG, and MATD3 enhance decision quality for scheduling, caching, and scaling, while recent studies suggest
that combining DRL with lightweight models, attention mechanisms, and heuristic or predictive approaches further
improves adaptability in non-IID and resource-constrained environments. These findings indicate that FL-DRL
integration is not merely an algorithmic enhancement, but a necessary foundation for intelligent orchestration, where
coordinated learning, decision-making, and deployment strategies are required to achieve efficient, scalable, and
privacy-aware resource allocation in serverless multicloud systems.

3.3 Integrating Federated Learning and Deep Reinforcement Learning

Combining FL with DRL for RQ3 (called Federated Reinforcement Learning) is a new direction that seeks to
leverage the best of both worlds to solve problems in distributed systems, with a focus on loT and edge computing. The
joint method is intended to maximize several performance measures while efficiently guaranteeing data privacy [24].

Table 2 summarizes conceptual approaches that integrate Federated Learning (FL) and Deep Reinforcement
Learning (DRL) to address challenges in distributed and heterogeneous environments such as Industrial 10T (lloT) and
edge computing. These approaches demonstrate that FL-DRL integration improves cost efficiency, learning
performance, and privacy preservation, while enabling multi-objective optimization across task allocation, energy
consumption, response latency, resource migration, and operational cost. In collaborative edge networks, federated
deep Q-learning—based caching further mitigates uncertainty in user demand and content popularity by minimizing
long-term system costs. Overall, these studies highlight the effectiveness of FL-DRL integration in enhancing scalability,
efficiency, and adaptability in complex distributed systems.
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Table 2. Consept FL and DRL Integration

Author

Conceptual Integration
Approach

Description

S. Demil and M. R.
Abdmeziem [14]

Sekhar, et. al [30]

Zhou, et.al [36]

Xiao, et.al and
Zhang , et.al [29],
[39]

G. Nagabushnam

DRL-assisted FL
Federated Multi-Objective
DRL

Federated Deep Q-
Learning Caching

Synergistic Integration for
Performance using
Algorithms like FD3QN

Distributed Multi-agent

DRL supports FL in lloT environments, enabling more
efficient learning, cost reduction, and privacy
preservation.

This approach simultaneously optimizes task scheduling,
energy efficiency, response latency, and resource
migration costs.

A federated deep Q-learning caching scheme minimizes
long-term system costs in collaborative edge networks
under demand and content popularity uncertainties.
Combining FL and DRL with innovative algorithms such
as MATD3 and FD3QN significantly enhances
performance and supports safe UAV (Unmanned

aerial vehicles) trajectory planning.

A distributed multi-agent DRL approach optimizes

and K. Hoon [42] DRL Frameworks deadlines, energy consumption, makespan, and
scheduling latency in heterogeneous fog networks.
Federated reinforcement learning intelligently optimizes
resource allocation and task scheduling within federated

and edge-cloud frameworks.

A. S. M. S. Sagar,
A. Haider, and H.
S. Kim , Sekhar,
et. al [24], [30]

FRL for Resource
Allocation and Task
Scheduling

Another advancement is a well-developed integration strategy that leverages algorithm developments such as
MATD3 and FD3QN, which have been shown to improve performance and support safe inter-UAV planning for
offloading decisions. A distributed multi-agent DRL framework can be developed to optimize deadlines, energy
consumption, makespan, and scheduling latency in heterogeneous fog networks. Furthermore, Federated
Reinforcement Learning (FRL) emerge as a robust paradigm for intelligently optimizing resource allocation and task
scheduling in federated and edge-cloud architectures. According to the paper, this integration approach emphasizes
combining FL and DRL to achieve multi-objective optimization while addressing the challenges of privacy,
heterogeneity, and cost-performance trade-offs in modern computing environments.

Table 3. The Impact of FL and DRL Integration

Proposed

Author Impact
Method

S. Demil and M. Achieves higher global accuracy (94.81%) compared to a random offloading
R. Abdmeziem MADRL approach (93.51%) in the presence of malicious nodes.
[14]
Shinu M Outperforms Fog and Cloud in terms of energy consumption, network usage,
Rajagopé ot al FedSDM cost, execution time, and latency (i.e.) 0.3%, 2%, 15%, 11%, and 3% when
[19] T compared with Fog and 1.6%, 31%, 41%, 24% and 85% against Cloud

respectively

Exhibits a 25% decrease in average service latency and a 15% improvement
Xiao, et.al [29] FD3QN in energy efficiency compared to traditional DRL approaches and maintains

a high task completion rate of over 98% under dynamic network conditions.
M. C. Sekhar, FedTaskRL Achieved 28 kWh Use of Energy, 145 ms Average Response Time, 97.5% of
et.al [30] SLA fulfillment, and a lower migration cost of $4.8.

Compared with FADE, MADRL, and DDPG, FD3PG achieves a significant
Zhou, et.al [36] FD3PG decrease in average delivery delay, approximately 10%, 11%, and 35% on

the Synthetic dataset and 12%, 14%, and 48% on the MovieLens Latest
Small dataset.

The impact of Federated Learning (FL) and Deep Reinforcement Learning (DRL) integration on latency, energy
efficiency, and cost—performance trade-offs, as summarized in Table 3, demonstrates clear advantages over standalone
DRL approaches. Compared to conventional DRL methods such as DQN and DDPG, federated DRL models—including
FD3QN highlighting the effectiveness of collaborative and decentralized decision-making in dynamic environments [19],
[29], [30]. Beyond latency optimization, FL—DRL integration also improves energy efficiency by enabling energy-aware
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resource management, where FL reduces local device battery consumption and FD3QN further lowers overall energy
usage by up to 15% [19], [29], [30]. In addition, federated deep Q-learning—based caching and multi-objective DRL
frameworks minimize long-term system costs by jointly optimizing resource migration, workload placement, and
operational efficiency, thereby improving cost—performance trade-offs in heterogeneous settings [14], [30], [36].
Collectively, these findings indicate that FL-DRL integration makes a significant and non-trivial contribution to intelligent
distributed systems by simultaneously optimizing latency, energy, and cost while addressing privacy and heterogeneity
challenges, which in turn necessitates a robust orchestration strategy—particularly in serverless multicloud
environments characterized by diverse service providers and operational constraints

3.4 Standardized frameworks for FL-DRL integration in a multicloud serverless environment

These findings indicate that FL-DRL integration is not a trivial extension of existing resource management
techniques but represents a necessary architectural shift toward intelligent orchestration in serverless multicloud
systems. The development of standardized frameworks for integrating FL and DRL in multicloud serverless
environments presents several research gaps and opportunities for future work, current challenges, and research gaps
aligning with research question RQ4.

Table 4 outlines the challenges and opportunities in researching the integration of FL and DRL in multicloud
serverless environments. Most RL-based approaches to serverless scheduling still rely on simulations that fail to
represent the complexity of real-world distributed systems, necessitating the need for more realistic simulators. In
addition, current Function-as-a-Service (FaaS) frameworks are designed for cloud environments. They are therefore ill-
equipped to handle the edge-cloud continuum, which is highly diverse, characterized by significant network latency, and
resource-constrained. Other gaps include a lack of protocol standardization, the absence of a unified framework for
multi-objective optimization, and minimal consideration of multi-user and horizontal offloading.

Table 4. Challenges and Opportunities Framework

Author Challenge Opportunity
Real-world complexity not Develop more realistic simulators or conduct experiments in real
[59], [52] captured in simulation °lop . P
. multicloud settings.
environments.
FaaS frameworks designed . : . .
[55] mainly for cloud, not edge- I_Deglgn new architectures to handle heterogeneity, high latency, and
. limited edge resources.
cloud continuum.
Lack of standardization for Establish standardized protocols and frameworks for seamless FL-
[47] : . 1 . s
multi-cloud collaboration. DRL integration across providers.
[49] Absence of unified frameworks Create frameworks that optimize latency, energy consumption, and
for multi-objective optimization. host utilization simultaneously.
Limited consideration of multi-  Develop scheduling algorithms that support multi-user classes and
[58] . : . )
user and horizontal offloading.  horizontal offloading.
[49] Neglect of trust, security, and Integrate trust, security, and SLA compliance mechanisms into
SLA compliance. resource allocation decisions.
Data privacy and model Enhance FL-DRL integration to improve privacy and computational
[47], [53] - L .
efficiency not fully optimized. efficiency.
[50] Performance, scalability, and Apply Al-driven approaches (e.g., DRL) for predictive container
cost-effectiveness remain low.  orchestration to reduce costs.
52] High variance in Develop adaptive strategies to minimize energy variance and SLA
heterogeneous environments.  violations.
DRL solufuons require Design lightweight and efficient DRL training methods for distributed
[58] computationally intensive .
. environments.
training per node.
Lack of optimal container . . . I . L .
[50] placement and allocation Ider]t|fy algorithms for optimal initial container allocation in dynamic
. environments.
strategies.
58] Centralized schedulers in Develop decentralized schedulers for multicloud-to-edge continuum

(8]

FaaS frameworks.
Interoperability issues between
legacy interfaces and cloud

apps.

scenarios.

Create compatible interfaces for seamless integration of on-
premises and cloud applications.
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Security, trustworthiness, and SLA compliance are also often overlooked, while FL-DRL integration still needs
improvement to ensure data privacy and model efficiency. Other challenges include improving performance, scalability,
and cost-effectiveness; managing performance variations across heterogeneous environments; and the high
computational intensity of DRL training. The factors of container placement strategy, limitations of centralised
schedulers, and the interoperability between current interfaces and cloud applications necessitate the creation of novel
adaptive, distributed, and resource-efficient structures and algorithms. Overall, this gap presents research opportunities
to develop innovative solutions that optimize performance, privacy, and efficiency in a dynamic multicloud ecosystem.

Table 5. Category vs Reserch Focus

CIJD rimary Research Focus Area Author
ategory
Frameworks & - Cloud-Edge Collaborative DRL Frameworks [49]
Architecture - Multi-agent Architectures [53], [54]
Optimization & - DRL for Cost and Latency Optimization [60]
Efficiency - Optimization of Sustainability [56]

- Robustness and Efficiency %gﬂ

- Performance Metrics
Scheduling & - Function Chains and Workflow Scheduling [51], [59]
Deployment - Multi-Agent DRL (Edge or Cloud) [61]
Security & - Decentralized and Privacy-Preserving Orchestration [50]
Privacy - Security and Data Integrity [50]

- Security Requirements [39], 58]
Practicality & - Practical Training Environments [58]
Evaluation - SLA-based Reasoning Models [39], [54]

- System Parameters (VM clusters and dynamic serverless workloads) [46]
Emerging - Federated, Hybrid, and Sky Serverless Computing (8], [56]
Paradigms [8], [58]

- the serverless edge-cloud continuum

Table 5 clearly shows several research opportunities for integrating FL and DRL into multicloud serverless
architectures, enabling the development of collaborative cloud-edge architectures that prioritize scalability,
lightweightness, and interoperability. The primary challenge is optimizing function placement on serverless platforms,
which presents opportunities for adaptive machine learning. Furthermore, scheduling function placement within a single
workflow presents another challenge. Another challenge is designing practical training on open source serverless
platforms to evaluate their performance and scalability. Moreover, subsequent research endeavours could focus on
developing efficiency measures, analytical frameworks, and optimisation strategies for specific test parameters,
incorporating sustainability measures derived from the efficient allocation of energy resources, and cross-implementing
sustainable automated scaling strategies. Another priority is improving robustness and efficiency by leveraging DRL
methods, such as MADQL, to reduce costs, latency, and energy consumption while maintaining throughput and
scalability.

The findings obtained for research directions can include serverless computing management with federated and
hybrid models, maintaining privacy in decentralized orchestration, adaptive deployment, and environmentally friendly.
DRL can continue to be used as a method for cost and latency optimization, including in the context of multi-agent DRL
as a determinant of optimal locations for running functions between the edge and the cloud. Other research can also
focus on data security and integrity, operational security rules, and the development of modular multi-agent
architectures for resource optimization. The need for automated SLA learning models, evaluation of the cost and time
efficiency of process placement in multicloud environments, and the development of data protection mechanisms are
other opportunities for further research to create adaptive, efficient, and sustainable solutions in complex multicloud
environments.

The three-layer architecture in Figure 5 supports Deep Reinforcement Learning (DRL) and Federated Learning
(FL)-based Resource Management and Orchestration in a distributed computing environment. The first layer is the
Cloud Layer, designated as the training and orchestration layer. This layer addresses scalability, cost, sustainability,
privacy and security of training. It trains DRL and FL models, which are then pushed down to lower layers. The Cloud
Layer is responsible for global optimization of resource management policies and strategies. Figure 5 is not derived
from a single study but synthesized from recurring architectural patterns identified across the reviewed literature.
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The second of three tiers is the orchestration layer. This is the decision-making and processing engine consisting
of three components: the SLA Reasoning Module, which ensures compliance with Service Level Agreements (SLAs);
the Multi-Agent Coordinator, which oversees the complex orchestration of flows between agents; and the DRL/FL
orchestrator, which provides adaptive decisions. The final tier is the Edge/Fog layer, which is the implementation and
deployment center. Local operations are performed under the privacy, resource, and health monitoring of local DRL
agents to enable rapid edge decision-making. This architectural structure enables bilateral communication from the

cloud to the edge, facilitating secure, seamless, and adaptive orchestration across multi-cloud and edge computing
environments.
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Figure 5. The Three-layer Architecture DRL and FL

3.5 Limitations and Open Challenges

The technical challenge lies in integrating both Machine Learning methods into practice in a serverless multicloud
environment. One of the most significant technical limitations is infrastructure heterogeneity and poor interoperability
among multicloud service providers. Studies have shown that there is no standard collaboration protocol for seamless
integration between FL, DRL, and cloud platforms; model performance is hampered by varying latency, API formats,
and policies across cloud providers.

Furthermore, the biggest drawback is that existing serverless architectures are too centralized and do not support
the full functionality of edge-cloud-multicloud scenarios, making it difficult to adaptively move functions between clouds.
Finally, these systems have proven difficult to scale and operate efficiently in highly dynamic multicloud environments.
From an algorithmic perspective, the main technical limitations lie in the high computational complexity and slow
convergence of DRL models, especially in highly dynamic serverless multicloud environments. For example, DRL
requires intensive training per node, while edge resources are limited, and distributed training increases the risk of
resource bottlenecks.

Table 6. Research Gap
Author Research Gap
Suboptimal computing resources, rapidly changing service requirements, deployment
Xiao, et al., 2025 [29] issues in hybrid multi-server MEC, shortcomings of classical optimization, need for
collaborative privacy-preserving solutions, and performance issues with DRL approaches.
. - Enhancing Adaptability and Autonomy, integrating with other technologies such as
Singh & Adhikari, . . . - . .
privacy-preserving techniques, and providing the decision-making process of the DRL
2025[13] . !
agent and the aggregation mechanism (non-IID).
Centralized learning increases communication overhead, and prior joint cache-
Zhou et al., 2024 [36] recommendation studies overlook user preference heterogeneity, limiting accuracy and
efficiency in real-world scenarios.
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Z.Zhang, et al.,, 2024 While FL-DRL integration offers advanced solutions for tasks such as secure task
and H. Zhang, et al.,  offloading and resource allocation by leveraging FL for data privacy and DRL for
2024 [47], [53] optimization, further research is needed to refine these integrated approaches.
A J Investigating federated learning approaches is crucial to enabling decentralized, privacy-
. John, et al., 2025, : . . . . !
[50] preserving mogiel training across multllplle cloud environments. This would improve
orchestration without compromising sensitive data.
Previous Function-as-a-Service (FaaS) frameworks were developed primarily for use in
cloud environments. New frameworks are needed to accommodate the edge-cloud
continuums. Increased heterogeneity, greater network latency, and diminished computing
resources. Although Sledge and tinyFaaS are designed for edge environments, they target
single-node deployment and are unable to harness cloud resources optimally.
Popular open-source FaaS frameworks often rely on centralized schedulers or gateway
components, which can be a limitation in decentralized multicloud-to-edge continuum

G. R. Russo, et al.,
2024 [55]

G. R. Russo, et al.,
2024 [58]

settings.
Techniques like F3WDS (FedAvg) have shown promising results in reducing job
C. Jiang and L. Su, completion time, increasing resource utilization, improving energy efficiency, and
2025 [48] enhancing quality of service compared to DRL-based baselines, suggesting avenues for

further optimization in FL-DRL integrated systems.

Federated Learning still faces non-IID and imbalanced data, as well as system heterogeneity, which make global
models in multicloud environments very difficult to stabilise and yield inconsistent performance. The challenge is even
more severe when FL is paired with DRL, because both are equally sensitive to cold data, client environments, and
client device variations. The spesifik Research Gap can see in Table 6.

3.6 Trade-offs in FL-DRL Integration for Multicloud Serverless Environments

The central constraints would be centred around the improvement in the use of DRL for efficiency, for the Latency
for resource-elastic scheduling dynamically, and how the overhead would be for the algorithms. Additionally, the training
for DRL is on the higher end of the computation load, and this can be especially true for multi-cloud or edge systems,
when the processing power for the nodes is on the lower end. Federated learning is also training models, which means
the local data must be sent, which causes packets to be sent, and the systems can become more heterogeneous.
Therefore, the attempts to use FL-DRL are an improvement in systems, but the cost is high in terms of resources, and
the complexity is very high in terms of training models.

The use of FL in multi-cloud will be the use of the edge of the microservices, which will be serverless. There is
also the use of privacy, which can be high, but the efficiency of the systems cannot be high; there must be a balance
between the two. Serverless can also not become Latency. There is a trade-off between privacy and operational
efficiency, as single systems are more interconnected, the more efficiency must be given to the use of microservices
and privacy. In addition, there can be more confidentiality, but there must be, in combination, more computing power,
and the Latency on the systems can become greater. There can be more Latency as the overhead increases. The
greater the number of micro services, the less efficient it becomes because of the number of controls on the systems
to be serverless and on the microservices, and the more the Latency increases of the control systems. It becomes more
efficient.

Integrating FL-DRL in heterogeneous multicloud environments requires balancing framework consistency and
operational flexibility. While a consistent framework supports system integration, reproducibility, and cross-provider
deployment, excessive rigidity may limit adaptability to dynamic workloads, multi-tenancy, and Service Level
Agreements (SLAs). Conversely, highly flexible but unstructured approaches often result in fragmented designs that
are difficult to implement and scale in practice. Therefore, the evolving nature of FL-DRL demands an interoperable
orchestration framework that ensures integration while retaining sufficient flexibility to accommodate the complexity and
variability of multicloud environments.

3.7 Future Work and Opportunities

Designing standardized frameworks that foster interoperability between the integration of Federated Learning
and Deep Reinforcement Learning (DRL) in diverse multi-cloud and edge environments should be the primary focus of
future research. As of now, there is no reference architecture to close the gaps in protocols, Application Programming
Interfaces (APIs), security frameworks, and deployment policies from various cloud providers. Therefore, the focus of
future research should be on developing distributed orchestration frameworks that are responsive to resource variability
and dynamic workloads. These include developing a decentralized scheduling framework and creating standardized
multicloud serverless workflows.
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Additionally, research is needed to develop and test various approaches for integrating Federated Learning (FL),
Deep Reinforcement Learning (DRL), and Reinforcement Learning (FRL) that decrease computational burden, improve
training efficiency, and simplify complexity. The potential development of lightweight architectures for Deep
Reinforcement Learning (DRL), techniques for gradient compression, adaptive aggregation, and partial model training
methods to address the problems associated with Non-lID data, data imbalance, and the absence of sufficient
synchronization in real time, are all promising. Furthermore, the FRL models developed for multi-cloud and edge
environments should be the ones that facilitate real-time decision making and are robust to shifts in the environment to
ensure reliable real-time decision making across edge and multi-cloud environments. Hybrid approaches, particularly
the integration of DRL and other heuristics, such as optimization, meta-learning, and transfer learning, should be
developed to improve generalization with little resource drain.

To validate the efficacy of FL-DRL systems at large-scale real-world networks and operational conditions,
practical, large-scale, and real-world experiments must be performed in the future. Simulation-based research does not
adequately depict the intricacies of multicloud environments, including SLA variability, latency changes, diverse
serverless functions, and cross-provider autoscaling. To fill this void, researchers may construct multicloud-edge
testbeds or combine their approaches with open-source serverless platforms to facilitate empirical assessments. Future
research should also consider FL-DRL performance in real-world cloud ecosystems and explore the operational costs,
sustainability, energy consumption, trust, and security to determine the potential advantages of integrating FL-DRL
systems into production-grade systems.

4. Conclusion

This study examines and synthesizes recent research on Federated Learning (FL) and Deep Reinforcement
Learning (DRL) in serverless multicloud environments to better understand their role in addressing privacy, scalability,
and intelligent resource management challenges. This work provides a comparative synthesis of performance results,
architectural patterns, and integration strategies across various studies.

Overall, the synthesized findings demonstrate that FL effectively addresses privacy and scalability challenges,
DRL enables adaptive and real-time resource management, and their integration provides compounded benefits across
latency, energy efficiency, and cost optimization in serverless multicloud environments.

In summary, this study provides a comparative synthesis and conceptual foundation for FL—DRL integration in
serverless multicloud environments. The findings clearly demonstrate the need for intelligent resource orchestration
models that coordinate federated learning, reinforcement learning-based decision-making, and deployment across
heterogeneous infrastructures. Therefore, building on the identified gaps, future research should prioritize the design
and validation of decentralized orchestration mechanisms that support adaptive scheduling, interoperability, and
scalability in serverless multicloud systems.
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