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Abstract

Ransomware remains a rapidly evolving cyber threat, causing substantial
financial and operational disruptions globally. Traditional signature-based
detection systems are ineffective against sophisticated, zero-day attacks due
to their static nature. Consequently, machine learning-based approaches offer
a more effective and adaptive alternative. This study proposes an approach
utilizing XGBoost for highly effective ransomware detection. We conducted a
rigorous comparative analysis of prominent ensemble learning algorithms—
XGBoost, Random Forest, Gradient Boosting, and AdaBoost—on the RISS
Ransomware Dataset, comprising 1,524 instances. Our experimental results
unequivocally demonstrate XGBoost as the superior ensemble model,
achieving an impressive 97.60% accuracy and F1-Score. This performance
surpassed Gradient Boosting (97.20%), Random Forest (96.94%), and
AdaBoost (96.50%). Furthermore, this study benchmarked XGBoost against
established state-of-the-art (SOTA) methods, including Support Vector
Machine (SVM) and the SA-CNN-IS deep learning approach. The
comprehensive results underscore the core contribution of this study: by
applying XGBoost with a carefully structured machine learning pipeline, our
approach consistently outperforms two state-of-the-art methods (SVM and SA-

CNN-IS) as well as other ensemble algorithms. This highlights the critical role
of methodological precision in maximizing detection performance against
evolving ransomware threats.

1. Introduction

Ransomware is a rapidly evolving cybersecurity threat, with increasingly sophisticated attack techniques and
strategies. It is a type of malware designed to encrypt user data and demand a ransom for its recovery [1], [2], [3].
These attacks typically target computers, servers, or networks with security vulnerabilities that can be exploited by
attackers. Cybercriminals use ransomware as a financial tool to extort victims by leveraging their critical data [4], [5]. In
recent years, ransomware has evolved rapidly and has become one of the most significant threats in cybersecurity [6],

[7].

The impact of ransomware extends beyond individuals, posing serious risks to businesses, governments, and
critical infrastructure [8], [9], [10], [11]. The financial losses from ransomware attacks continue to rise annually,
amounting to billions of dollars globally [8], [12], [13]. In addition to financial damage, ransomware attacks can severely
tarnish the reputation of affected organizations. The inability to restore data in a timely manner may trigger a domino
effect, disrupting essential operations [14], [15].

Traditional signature-based antivirus systems have fundamental weaknesses in detecting ransomware [16], [17].
Ransomware continuously evolves and has the potential to execute Zero-Day Attacks, where vulnerabilities are
exploited before security vendors have developed patches or solutions [18], [19]. Due to its polymorphic nature,
ransomware can dynamically change its structure, making it difficult to detect using signature-based methods [20].
Consequently, many ransomware variants can bypass conventional security measures and inflict significant damage
on unprotected users.

To address these limitations, more adaptive approaches, such as machine learning-based detection, are required
[20], [21], [22]. This approach enables ransomware identification based on attack patterns and characteristics rather
than relying solely on specific signatures. Machine learning technology offers a significant advantage in recognizing
emerging threats and detecting ransomware with higher accuracy compared to traditional methods [23].

One of this study's key contributions is a rigorous comparative analysis of various machine learning algorithms
for ransomware detection. Beyond a general comparison with existing state-of-the-art methods, we specifically evaluate
and compare XGBoost against other prominent ensemble learning techniques, including Random Forest, Gradient
Boosting (GBM), and AdaBoost. We aim to address the existing gap in consistently high-performing and adaptive
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detection methods by demonstrating that XGBoost significantly outperforms these established ensemble approaches
and other state-of-the-art solutions in terms of detection performance, efficiency, and adaptability against the evolving
landscape of ransomware threats. Our comprehensive experiments will unequivocally establish XGBoost as the most
effective algorithm for this critical task.

As information technology advances, ransomware attacks have evolved in infiltration methods, data encryption
techniques, and extortion strategies targeting victims [24]. Previous studies have examined the economic, political, and
security implications of ransomware [25], [26], [27]. These studies highlight that ransomware has become one of the
most damaging cyber threats, disrupting business operations, threatening governmental systems, and posing risks to
critical infrastructure.

Signature-based detection systems, despite their widespread use, have significant limitations in combating
modern malware, especially oligomorphic, polymorphic, metamorphic ransomware, and those exploiting zero-day
vulnerabilities [18], [19], [21]. Zero-day attacks occur when attackers exploit security flaws that are unknown to vendors
or the cybersecurity community, leaving no effective defense available. These attacks allow ransomware to infiltrate
systems undetected, posing a much greater threat compared to variants that can be identified through conventional
signature-based methods. Research conducted by cybersecurity experts indicates that signature-based detection
methods cannot keep up with the rapid evolution of malware. Therefore, more adaptive solutions are required for
effective ransomware detection [20].

In recent years, machine learning has emerged as a promising solution for ransomware detection. Various studies
have proposed algorithms such as Random Forest, Support Vector Machine (SVM), and deep learning as alternative
methods for analyzing and identifying malware attacks, including ransomware. Literature reviews indicate that these
algorithms have advantages in recognizing attack patterns, enabling more accurate ransomware detection compared
to traditional approaches [14], [28], [29], [30].

In [30], the authors introduced a novel framework for pre-encryption detection of crypto-ransomware, called
RENTAKA. They compared SVM with four other classifiers, Random Forest, Naive Bayes, k-Nearest Neighbor (kNN),
and J48. As a result, Support Vector Machine (SVM) achieved the highest accuracy score of 97.05%. The dataset used
was RISS Ransomware Dataset. However, the accuracy still needs improvement as false positives and false negatives
on ransomware detection can negatively impact users.

The study by [31] focuses on early detection of zero-day ransomware using Portable Executable (PE) Header
features through the SA-CNN-IS method, a deep learning approach. The research utilized the RISS Ransomware
Dataset, which included various ransomware samples, including zero-day variants that traditional security systems have
not documented. Results indicate that this method achieved 96.31% accuracy, demonstrating the effectiveness of
machine learning in identifying ransomware attack patterns. The primary advantage of this approach lies in its ability to
analyze PE Header structures, commonly used by ransomware to mask its activities.

Comparing machine learning algorithms is a crucial step in ensuring optimal performance in ransomware
detection. Although previous studies have explored various algorithms, their performance remains suboptimal—
particularly in achieving zero tolerance—highlighting the need for a more rigorous comparison among advanced
ensemble methods. Given the promising results of SVM [30] and the SA-CNN-IS deep learning approach [31] reported
in recent literature for ransomware detection, this study aims to enhance existing research by conducting a more
rigorous and extensive comparative analysis. We will specifically evaluate and contrast the performance of XGBoost
against other prominent ensemble learning techniques, namely Random Forest, Gradient Boosting (GBM), and
AdaBoost, alongside the aforementioned state-of-the-art methods. By doing so, this research seeks to provide new,
data-driven insights into selecting the most effective and adaptable algorithm for robust ransomware detection, ensuring
superior protection against future cyber threats. However, the performance of algorithms used in both state-of-the-art
approaches remains suboptimal and requires further enhancement to achieve zero tolerance, given the potentially
catastrophic impact of ransomware attacks.

2. Research Method

In this study, selecting the appropriate hardware and software is crucial to ensuring a smooth research process
until completion. The hardware used consists of a computer equipped with an Intel Xeon E5620 processor, 16 GB RAM,
2 GB VGA, and 1 TB SSD as the storage medium. Meanwhile, for data processing, modeling, and evaluation, the study
utilizes Python programming language along with Google Colab, a cloud-based environment for executing code and
performing model analysis.

The research process is divided into several stages, as illustrated in Figure 1, with the first stage being Data
Preparation. The dataset employed in this study is the RISS Ransomware Dataset [32], [33], a public dataset containing
1,525 instances and a total of 30,969 features. The target variable in this dataset consists of two classes, with 1
representing ransomware and 0 representing goodware. The class distribution in this dataset is 1:1.62, with 582
instances classified as ransomware and 942 instances categorized as goodware. This distribution is slightly imbalanced
but still tolerable, meaning that the dataset does not require significant adjustments for machine learning model training.
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Further details on the dataset are presented in Table 1. In preparing this dataset, two features were removed—feature
number 1 (ID) and feature number 3 (Ransomware Family). Meanwhile, feature number 2 was designated as the label
or target variable. As a result, 30,967 features remain, which will be further processed in the subsequent analysis.

The second stage is Preprocessing, where features with constant values are removed. Constant-value features
do not contribute to detection accuracy; instead, they add unnecessary computational overhead. Therefore, these
features must be eliminated. After verification, 7,351 constant-value features were identified and subsequently removed.
As a result, 23,616 features remain, which will be used for modeling.

In the modelling stage, four ensemble algorithms, Random Forest, AdaBoost, Gradient Boosting, and XGBoost,
are applied. Other machine learning algorithms, such as k-Nearest Neighbors (kNN), Decision Tree, Naive Bayes, and
Support Vector Machine (SVM), have already been tested in previous studies [30]. However, these algorithms were still
evaluated in this experiment, and the accuracy scores obtained did not differ significantly. Ultimately, the four selected
ensemble algorithms used in this modeling phase will be compared with the performance scores of state-of-the-art
models [30], [31].

Dataset Preparation Pre-Processing

Download RISS Dataset Constant Features Removal

Removing Unused Features l
Modeling

N Random AdaBoost
Evaluation Forest
Confusion Split Gradient
. . . XGBoost
Matrix Validation Boosting

Figure 1. Research Stages: Dataset Preparation, Pre-Processing, Modeling, and Evaluation

Table 1. Details of RISS Ransomware Dataset

Dataset Name RISS Ransomware Dataset
Number of Records 1524 (Ransomware: 582 and Goodware: 942)
Number of Features 30,969
Number of Classes 2 (Ransomware and Goodware)
Missing Values None

Ensemble learning algorithms enhance model performance by combining multiple "weak" learners, often decision
trees, to create a stronger and more robust predictive model. This section details the mechanisms of Random Forest,
AdaBoost, Gradient Boosting, and XGBoost, highlighting their unique approaches to boosting and aggregation, which
are crucial for effective ransomware detection.

Random Forest is an ensemble learning method that operates by constructing a multitude of decision trees during
training and outputting the mode of the classes (for classification) or mean prediction (for regression) of the individual
trees [1]. Unlike boosting algorithms that build trees sequentially to correct prior errors, Random Forest builds trees in
parallel. Each tree in the forest is trained on a random subset of the training data (bootstrap sampling) and, crucially,
considers only a random subset of features at each split. This dual randomness—in data and features—ensures that
the individual trees are diverse and decorrelated. This decorrelation is vital for reducing variance and preventing
overfitting, making Random Forest highly robust to noisy data and capable of handling high-dimensional datasets
without extensive feature engineering. Its parallelizable nature also contributes to its efficiency [34]. The block diagram
of Random Forest can be seen in Figure 2.
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Figure 2. Random Forest Block Diagram (adapted from [35])

AdaBoost (Adaptive Boosting) is an ensemble learning algorithm that improves model performance by combining
multiple weak learners, primarily focusing on correctly classifying difficult instances [36]. Instead of optimizing a loss
function directly, AdaBoost iteratively assigns higher weights to misclassified instances. Each subsequent weak
learner's contribution is then adjusted based on its success in correctly classifying these weighted data points. This
emphasis on difficult-to-classify examples makes AdaBoost sensitive to noisy data and outliers. Because AdaBoost
typically relies on many simple weak learners (often decision stumps), it tends to be less prone to overfitting compared
to more complex boosting methods, although this can vary depending on the data characteristics. AdaBoost assigns
weights to misclassified instances and updates them iteratively. The formula for the weight update for the weak classifier
is shown in Equation 1, where a, represents the weight assigned to the weak classifier at iteration t, and e, denotes the
error rate of that weak classifier. The block diagram of AdaBoost can be seen in Figure 3.
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Figure 3. AdaBoost Block Diagram (adapted from [35])

Gradient Boosting optimizes the model by minimizing a loss function, adjusting tree weights iteratively based on
residual errors [37][38]. Gradient Boosting builds trees sequentially, where each tree corrects the mistakes of the
previous one by focusing on the negative gradient of the loss function (residuals). This allows Gradient Boosting to be
more flexible, making it better at capturing complex patterns and handling overfitting through techniques like
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regularization [39]. The update rule for the model is shown in Equation 2, where F,,(x) is the updated model, h,,(x) is
the weak learner, and y is the learning rate. The block diagram of Gradient Boosting can be seen in Figure 4.

Fm(x) = Fm—l(x) +yhm(x) (2)
Gradient Boosting
Data Weighted Data Weighted Data Weighted Data
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Figure 4. Gradient Boosting Block Diagram (adapted from [35])

XGBoost (Extreme Gradient Boosting) is an optimized and highly efficient implementation of the Gradient
Boosting framework, designed for speed and performance [35]. It extends the core Gradient Boosting concept by
incorporating several advanced features. Key enhancements include regularization techniques (L1 and L2) to prevent
overfitting, which is crucial for handling complex, high-dimensional cybersecurity data. XGBoost also introduces a more
sophisticated tree-pruning algorithm that prunes trees backward after they have been fully grown, leading to more
generalized models. Furthermore, it supports parallel processing during tree construction, significantly speeding up
computation, especially on large datasets. XGBoost handles missing values gracefully and includes built-in cross-
validation at each iteration. These optimizations collectively make XGBoost not only faster but also more robust and
accurate than traditional Gradient Boosting implementations, establishing it as a leading algorithm for various machine
learning tasks, including complex classification problems like ransomware detection [40].

The last stage is Evaluation. A 70:30 split method is used to divide the data into training and testing sets.
Classification performance is measured using a confusion matrix, which provides accuracy and F1-Score. Accuracy is
chosen because it effectively represents the overall correctness of the model in classifying ransomware and goodware
instances. Meanwhile, F1-Score is a crucial metric for ransomware detection because it balances precision and recall,
ensuring that the model effectively minimizes both false positives and false negatives. Precision is essential for reducing
false positives, where goodware is mistakenly classified as ransomware, preventing unnecessary security alerts. Recall,
on the other hand, is vital for minimizing false negatives, ensuring that actual ransomware threats are not overlooked.
Since the consequences of false negatives and false positives in cybersecurity can be severe, F1-Score provides a
more comprehensive evaluation than accuracy alone, making it particularly suitable for detecting sophisticated
ransomware threats, including zero-day attacks [20].

3. Results and Discussion

This section presents the experimental results and provides an in-depth interpretation of the performance of the
classification algorithms applied for ransomware detection. We compare the performance of Gradient Boosting and
AdaBoost, and evaluate their relative performance against other algorithms from previous studies.

For data processing, modeling, and evaluation, we utilized Python programming language along with Google
Colab, a cloud-based environment for executing code and performing model analysis.

The dataset employed in this study is the RISS Ransomware Dataset, comprising 1,525 instances with a slightly
imbalanced, yet tolerable, class distribution (582 ransomware and 942 goodware). The data preparation process
involved removing two irrelevant features (ID and Ransomware Family) and designating the third feature as the target
variable, resulting in an initial 30,967 features.

Our comprehensive comparative analysis of various ensemble machine learning algorithms for ransomware
detection revealed a clear hierarchy in performance. As presented in Figure 5, XGBoost consistently demonstrated the
most superior results across key metrics when compared against Random Forest, AdaBoost, and Gradient Boosting.
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Specifically, XGBoost achieved an impressive accuracy and F1-Score of 97.60%. This strong performance highlights
its robustness and effectiveness in identifying sophisticated ransomware threats within the dataset.

97.60%
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Figure 5. Performance Comparison of Four Ensemble Algorithms on Ransomware Dataset

The other ensemble methods, while still performing commendably, did not quite match XGBoost's peak. Gradient
Boosting secured the second-highest performance, with both accuracy and F1-Score at 97.20%. Following closely was
Random Forest, which delivered solid results at 96.94% accuracy and 96.95% F1-Score. Lastly, AdaBoost showed a
respectable performance with 96.50% for both metrics. These results underscore the general efficacy of ensemble
learning in cybersecurity applications, particularly for complex classification tasks like ransomware detection, where
combining multiple weak learners often yields more stable and accurate predictions than single models.

The observed superiority of XGBoost can be attributed to its advanced design and inherent optimizations within
the gradient boosting framework. Unlike standard Gradient Boosting, XGBoost incorporates sophisticated regularization
techniques (L1 and L2) which are crucial for preventing overfitting, a common challenge in high-dimensional
cybersecurity datasets. Furthermore, its ability to gracefully handle missing values and leverage parallel processing
support significantly enhances its efficiency and scalability. These technical refinements allow XGBoost to more
effectively capture intricate attack patterns and adapt to the evolving complexity of ransomware data, making it an
exceptionally powerful tool for proactive threat detection.

With XGBoost firmly established as the leading ensemble algorithm in this initial internal evaluation, the research
naturally progresses to a more stringent benchmark: comparing its performance against existing state-of-the-art (SOTA)
methods in ransomware detection. This next phase is crucial for validating XGBoost's potential beyond its ensemble
peers and assessing its standing within the broader landscape of cutting-edge cybersecurity solutions. The aim is not
merely to identify the best among the tested ensemble methods but to determine whether XGBoost can truly represent
the forefront of ransomware detection technology.

For this critical comparison, we will specifically pit XGBoost against two highly-regarded SOTA approaches:
Support Vector Machine (SVM) and a deep learning approach, SA-CNN-IS. SVM, as reported in [30], achieved a
commendable accuracy of 97.1% on the RISS Ransomware Dataset, showcasing its strong discriminative power.
Similarly, the SA-CNN-IS deep learning method, detailed in [31], demonstrated robust performance with 96.3%
accuracy, highlighting the potential of neural networks in analyzing complex Portable Executable (PE) header features
for early detection. The results of this comprehensive SOTA comparison are presented in Table 2.

Our detailed analysis, further supported by the Confusion Matrix for XGBoost (Figure 6), revealed compelling
insights into its detection capabilities. The matrix shows True Positives (TP) of 172 and True Negatives (TN) of 275,
indicating a high rate of correctly identified ransomware and goodware samples, respectively. Critically, XGBoost
achieved remarkably low misclassification rates with only 6 False Positives (FP) and 5 False Negatives (FN). These
low FP and FN counts are vital; minimizing false positives prevents legitimate files from being mistakenly quarantined,
while a low false negative rate ensures that malicious ransomware samples are not overlooked.
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Table 2. Comparison of XGBoost with state-of-the-arts

No. Model Accuracy F1-Score
1 XGBoost (Proposed) 97.60% 97.60%
2 SVM [30] 97.1% UNK
3 SA-CNN-IS [31] 96.3% UNK

Confusion Matrix for XGBoost Model
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Figure 6. Confusion Matrix of XGBoost Model for Ransomware Detection

This impressive performance, particularly the minimal false classifications, demonstrates XGBoost's exceptional
precision and recall in a real-world context. While the overall metrics in Table 3 indicate its competitive or superior
standing against SVM and SA-CNN-IS, the breakdown in the confusion matrix specifically highlights its ability to make
accurate distinctions across both classes. This superiority can be attributed to XGBoost’s inherent capability to handle
feature interactions and noise through regularization, tree pruning, and optimal split selection, which collectively
enhance generalization and reduce overfitting—limitations often encountered in both SVM and deep learning models
when applied to relatively small or imbalanced datasets. This makes XGBoost not only highly accurate, but also a
reliable and trustworthy model for deployment in critical cybersecurity infrastructure, where the costs of misclassification
are high.

These findings carry significant practical implications for real-world cybersecurity systems, particularly in
enterprise and governmental environments, where early and accurate ransomware detection is critical. The low false
positive and false negative rates achieved by XGBoost reduce operational disruptions caused by misclassification,
enabling more reliable quarantine decisions and faster incident response. Moreover, its computational efficiency and
scalability make it suitable for integration into existing endpoint protection platforms and network-based intrusion
detection systems, offering a robust layer of defense against both known and emerging ransomware threats.

Ultimately, this final comparative step was vital to conclusively validate XGBoost's position as the most effective
and adaptive ransomware detection solution. The results confirm its strong potential to surpass or at least match these
current SOTA techniques, reinforcing the importance of advanced gradient-based machine learning in the dynamic field
of cybersecurity.

4. Conclusion

This study unequivocally demonstrates the significant effectiveness of machine learning, particularly advanced
ensemble methods, in addressing the pervasive threat of ransomware. Our rigorous comparative analysis of four
prominent ensemble algorithms revealed that XGBoost emerged as the most optimal algorithm for ransomware
detection, achieving the highest accuracy and F1-Score of 97.60%. This superior performance, consistently
outperforming Gradient Boosting (97.20%), Random Forest (96.94%), and AdaBoost (96.50%), indicates its exceptional
ability to minimize both false positives and false negatives, which is crucial in real-world cybersecurity scenarios.
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Furthermore, extending our evaluation, this research solidifies XGBoost's position as a leading solution by
demonstrating its superior performance even against established state-of-the-art (SOTA) methods such as Support
Vector Machine (SVM) [30] and the SA-CNN-IS deep learning approach [31]. While SVM and SA-CNN-IS showed
strong capabilities, XGBoost's enhanced optimizations for gradient boosting—including advanced regularization,
efficient handling of missing values, and parallel processing—enable it to more effectively learn and adapt to the
complex, evolving patterns of ransomware.

These findings strongly emphasize the inherent limitations of traditional signature-based antivirus systems, which
are perpetually challenged by polymorphic ransomware and zero-day attacks. Our results reinforce the critical need for
more adaptive and intelligent detection techniques. By leveraging sophisticated machine learning models like XGBoost,
cybersecurity defenses can be significantly bolstered, offering a robust shield against rapidly evolving and increasingly
stealthy ransomware variants.

For future research, efforts should focus on continually refining feature selection techniques and optimizing
hyperparameters to further enhance detection capabilities and model generalization. Expanding datasets to include a
wider variety of recent ransomware strains and attack vectors would also be beneficial. Additionally, investigating the
robustness of these models against adversarial attacks and exploring hybrid approaches that combine the strengths of
ensemble methods with deep learning could contribute to even more resilient and future-proof security solutions.
Ultimately, this study reinforces the indispensable role of data-driven, adaptive machine learning approaches in
strengthening our collective cybersecurity posture against emerging threats.
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