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Abstract

The adoption of blockchain in banking accelerates digital transformation by
enhancing transparency and operational efficiency. However, it also brings
with it governance issues pertaining to accountability, compliance, and system
integrity within a highly regulated environment. This study addresses these
challenges by developing a blockchain governance solution based on
ambidextrous approach within COBIT 2019’s Traditional and DevOps Focus
Areas. A governance model was built and evaluated through iterative steps.
Until saturation was reached, information was gathered through key
stakeholder interviews and checked with internal documentation such as yearly
reports, risk frameworks, and policy records. The ambidextrous COBIT 2019
framework was used in the analysis for all seven governance components.
Governance and Management Objectives (GMOs) were prioritized based on
design factors, national regulations (POJK No.11/2022 and SOE Minister
Regulation No.PER-2/MBU/03/2023), and insights from prior studies. APO12:

https://doi.org/10.22219/kinetik.v10i4.2361 Managed Risk was identified as the most prioritized GMO. A capability gap

analysis revealed missing leadership roles, overlapping security
*Corresponding author. responsibilities, and underdeveloped risk management practices.
Rahmat Mulyana Recommendations include formalizing key governance roles and

E-mail address:

rahmat@dsv.su.se strengthening risk management process for blockchain and DevOps

environments. These enhancements are expected to increase the maturity
level of APO12 from 3.5 to 4.1, thereby improving BankCo’s risk management,
compliance, and innovation capabilities. Ultimately, the findings contribute to
continuous digital innovation by aligning risk management practices with
strategic performance goals and adaptive control mechanisms rooted in
emerging technology principles.

1. Introduction

Digital transformation has become a top priority in various industries, including the banking industry, as well as
the worldwide surge in digital technologies [1], [2]. In the face of ever-changing market obstacles, firms are motivated
to innovate by operational efficiency and performance optimization. [3]. One of the prominent technologies is blockchain,
which is known for its ability to create a permanent, transparent, and decentralized system of record [4]. The use of
blockchain enables the integration of reporting systems, automation of accounting processes, and real-time
management of transaction data across institutions. Moreover, in the context of Industry 4.0, blockchain supports
strengthening transparency and interoperability among financial actors, while addressing key challenges such as data
privacy and reliance on centralized infrastructure [5]. Blockchain not only supports the efficiency of business processes
through smart contracts that execute agreements without intermediaries [6], but also increases data privacy, reduces
the risk of errors [7], and reduces the likelihood of fraud [8].

There are challenges associated with the deployment of blockchain technology, though, particularly when it
comes to regulatory ambiguity [9], concerns over data security [10], and the need for information technology (IT)
governance that ensures reliability, accountability, and security [11]. IT governance becomes a critical factor to ensure
that digital innovations remain within the control of the organization and do not pose systemic risks. Within this
framework, an ambidextrous governance approach becomes relevant, combining stable and structured governance
with the adaptive flexibility of Agile and DevOps approaches [12]. From the technical side, blockchain governance
includes the design and management of tokens, transactions, and secure and efficient interoperability protocols [13].
This ambidextrous approach is considered capable of bridging the need for innovation exploration with the existence of
stability exploitation in organizations undergoing digital transformation [14].

COBIT 2019 as a global framework in IT governance provides an integrated approach, from measuring,
controlling, to evaluating the performance of an organization's IT governance and management [15]. ISACA has also
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introduced the COBIT 2019 Focus Area for DevOps, which combines Agile and Lean principles to accelerate disruptive
innovations such as blockchain, without sacrificing control and quality [16]. By combining the formal COBIT 2019
framework and agile DevOps, the Ambidextrous IT Governance approach was born [17], which supports IT
development in a balanced way between innovation and stability [18].

In the banking industry, the requirement for thorough IT governance has been governed by official rules such as
POJK No. 11/POJK.03/2022 [19] on the use of IT in commercial banks and SOE Minister Regulation No.PER-
2/MBU/03/2023, which suggests the importance of sound corporate governance, including in the management of
technology and innovation [20]. Both regulations emphasize strategy alignment, value creation, risk and resource
management, and performance evaluation in IT governance [21]. However, digital transformation in the banking sector
faces major challenges, such as complex IT management, blockchain ecosystem security, strict regulatory compliance,
and complicated technology migration processes [22]. This transformation is crucial to address the dynamics of
customer behavior, increasing competitive intensity, and rapid regulatory changes [23].

Governance is responsible for ensuring operational success. This points to the importance of IT governance as
a key component in corporate governance [24], which goals to maximize IT's utilization as a strategic asset for the
company [25], [26]. This governance implements performance assessment, risk management, resource management,
and strategic alignment to strike a balance between risk control and value development [27], [28]. In the context of
blockchain, governance establishes a structure of roles, responsibilities, policies, and control mechanisms to ensure
security, compliance, and alignment with business objectives [29]. ISACA created COBIT 2019, a common framework
for IT governance and management that attempts to maximize company value via the management of IT resources and
risks. The framework is adaptive because of its factor design and focus areas that can be tailored to specific
organizational needs [30]. In the financial sector, COBIT 2019 has proven effective as a comprehensive IT governance
model in improving operational efficiency, maintaining information security, and ensuring regulatory compliance [31].

Combining DevOps with IT governance frameworks has become a strategic approach in driving more efficient,
automated, and collaborative software development [32]. DevOps itself is a collection of principles that integrate the
role of developers in the entire software lifecycle [16]. On the other hand, ambidextrous IT governance presents a
balance between exploration—focuses on innovation, adaptation, and agility—and exploitation that emphasizes
efficiency, control, and stability. Research from the national banking industry shows that successful digital
transformation and enhanced organizational performance are driven by a combination of traditional and adaptive IT
governance systems [25]. Related research also confirms that explorative and exploitative approaches have a positive
impact on business achievement [33]. In an era of technological disruption and dynamic regulation, an ambidextrous
approach is key for organizations to maintain stability while continuing to innovate through a blend of agile practices
and traditional governance mechanisms [17].

Previous studies tend to discuss traditional IT control frameworks or agile development models separately. There
is a lack of integrated governance models that explicitly combine the structured controls of COBIT 2019 with the agility
and speed of DevOps, particularly in highly regulated industries such as banking [17]. Additionally, there is limited
empirical research available that implements this ambidextrous governance approach to address specific blockchain
challenges in real-world organizational environments in Indonesia [34]. This governance framework transforms ethical
principles such as transparency into operational roles and structures, and integrates the RRV (resources, risks, values)
perspective to support strategic decisions and innovation. This framework bridges external compliance with internal
digital transformation needs, while filling gaps in literature [35].

This research focuses on digital transformation and suggests an ambidextrous blockchain governance
architecture for the banking industry. This framework's design refers to both the DevOps concepts of the ISACA Focus
Area and the Governance and Management Objectives (GMO) in COBIT 2019, which combine to create a balance
between a formalized governance structure and the need for innovative flexibility [12]. With this methodology, the study
offers conceptual and applicative contributions in the development of new technology governance relevant to the
banking ecosystem in Indonesia. This study uses BankCo—a national bank currently undergoing digital transformation
and actively implementing blockchain technology as part of its digital innovation efforts—as a case study. The main
question to be answered is: “How can an ambidextrous blockchain governance model based on COBIT 2019 and
DevQps principles drive the success of digital transformation in banking institutions?”

2. Research Method

A conceptual model serves as the foundation for the research's methodology, which designs solutions and
evaluates results in the context of information systems using the Design Science Research (DSR) methodology. DSR
provides systematic guidelines for understanding problems, producing artifacts, and carrying out assessments of
scientific efficacy [36]. As shown in Figure 1, the DSR framework is composed of three interdependent components:
the environment, which captures the contextual factors such as people, organizational structures, and technology; the
information systems research process, which includes the iterative activities of building and evaluating artifacts; and the
knowledge base, which provides theoretical and methodological foundations.
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Figure 1 illustrates the DSR framework applied in this research to develop a blockchain governance model
adapted to the context of BankCo. The environment component captures contextual relevance by reflecting digital
capabilities, transformation strategies, and formalized governance practices, including policies, structural roles, and
supporting technologies. The IS research component implements the DSR cycle through iterative development and
evaluation processes, producing governance artifacts such as design factors and blockchain oversight objectives
developed using COBIT 2019 Traditional and DevOps, and verified through case-based assessments applying
credibility, transferability, reliability, and confirmability.

Problem Identification Requirement Determination Design and Development Demonstration Evaluation

1. Preparing a list of interview questions )
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3 Defining the objectives of governance components recommendations addressing the implementation on the capability 3. Dependability
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4. Establishing the scope gaps within the seven governance 3. Prioritization of recommendations compenents and associated
and boundaries of the components based on resource availability, risk recommendations
research 6. Analyzing Potential Improvement assessment, and value proposition

Recommendations

Figure 2. Research Process

Figure 2 illustrates the research flow with its five methodical stages, namely problem identification, requirement
determination, solution design and development, demonstration, and performance evaluation [37]. This research
employs a case study methodology as suggested by Yin [38], which is appropriate for investigating intricate
contemporary phenomena inside real-life situations, particularly when the inquiry aims to address "how" or "why"
concerns. The case study method is appropriate for examining how BankCo implements ambidextrous blockchain
governance to support its digital transformation. The first stage began by clearly identifying the core problem and
research objectives, then deepening the understanding through a thorough literature review to ensure the focus of the
research is aligned with the context and real needs [37].

The second stage is requirement determination, concentrating on gathering information to fully comprehend the
research problem. Key BankCo officials participated in semi-structured interviews conducted both in-person and online
over several sessions to gather primary data. In addition, secondary data were used to enrich the analysis. Table 1
presents the primary data.
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Table 1. Primary Data

Respondent Positions Date
Respondent 1 (R1) IT Strategic Planning & Governance Officer
Respondent 2 (R2 Digital & Operation Risk Management Officer March — May
Respondent 3 (R3 IT Security Officer 2025

Respondent 4 (R4
Respondent 5 (R5

IT Strategic Planning & Development Officer
Internal Audit Officer

N ~— ~— ~—

Table 1 shows that semi-structured interviews were the main technique used in this study to collect primary data
with key participants, namely the VP of IT Strategic Planning & Governance and the Digital & Operation Risk
Management, conducted via Microsoft Teams to explore relevant information. In addition, Table 2 shows the secondary
data.

Table 2. Secondary Data

Secondary data Description

BankCo Profile Provides an overview of BankCo’s general profile.

BankCo Annual Report 2024 Contairjs ir)formation regarcjing finapcial performance, achievements, and
strategies implemented during the fiscal year.

BankCo Sustainability Report  Details BankCo’s efforts and initiatives in achieving social, environmental, and

2024 economic sustainability goals.

Regulations Includes regulations relevant to BankCo'’s business activities and operations.

The data collection process utilized both primary and secondary data. This strategy was applied to obtain
information that was not only in-depth and comprehensive but also highly valid through the triangulation process, by
comparing multiple sources to enhance the precision and reliability of the study's findings.

The third stage, design and development, includes an in-depth analysis of improvement recommendations by
considering the dimensions of resource, risk, and value. The results of the analysis were then formulated into structured
recommendations with a comprehensive approach through three main perspectives, namely the people aspect, the
process aspect, and the technology aspect.

The fourth stage is the demonstration phase, which includes the development of a roadmap to guide the timing
of the implementation of improvements, as well as pre- and post-implementation impact analysis to evaluate the
efficiency of the suggested solution.

The fifth stage is evaluation, which is carried out using the four primary characteristics of qualitative research,
namely credibility, transferability, dependability, and confirmability. These four aspects are used to evaluate the
research's quality and dependability before the procedure is deemed finished [37]. Using the criteria of credibility,
transferability, dependability, and confirmability, the evaluation is conducted through a case study at BankCo [39].

Design factor prioritization and DevOps target area classification were integrated into the data analysis. Following
that, relevant research and legal requirements are combined to evaluate the Governance and Management Objectives
(GMO). Data credibility was assured by cross-referencing interview results with internal documentation. Iterations of
data gathering and analysis were conducted until saturation was achieved and no meaningful information was found
[40]. Maturity levels for each of the seven governance components are used to find competence gaps and create
recommendations for practical improvements. A structured implementation roadmap and implementation impact were
the results of further prioritizing these recommendations based on risk, value, and resource considerations.

3. Results and Discussion

The DevOps Focus Area design criteria of COBIT 2019, IT governance and management's (ITGM) main goals,
the governance process mechanisms, and the current regulatory standards were all used to thoroughly examine the
gathered data. These analytical dimensions served as the basis for evaluating the relevance and urgency of ITGM
goals, which were further explored using the seven main elements of the COBIT 2019 DevOps Focus Area: information
flows, organizational structures, process mechanisms, human capital, skills and competencies, procedural frameworks
and governing principles, ethical and cultural behavior, service capabilities, infrastructure readiness, and application
architecture.

3.1 GMO Prioritization Result

The prioritization displayed in Table 3 is the result of integrating various references, including COBIT 2019 Design
Factors and DevOps Focus Areas from ISACA [41], [42], regulations such as POJK No0.11/2022 [19] and SOE Minister
Regulation No.PER-2/MBU/03/2023 [20], as well as findings from previous research [43], [44], [45]. Every source
provides a weighted score that represents its degree of significance and impact on blockchain governance prioritization.
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The final score was determined through a weighted average calculation, resulting in a balanced prioritization based on
a combination of regulatory demands, governance framework, and conceptual findings from the research.

Table 3. GMO Prioritization Result

GMO Prioritization
APO12-Managed Risk

Factor Considered

COBIT 2019 Design Factor [30] 70
COBIT 2019 DevOps Focus Area [41] 33
POJK No. 11/2022 [19] 100
SOE Minister Regulation No.2/2023 [20] 100
Blockchain Governance Paper 1 [43] 100
Blockchain Governance Paper 2 [44] 100
Blockchain Governance Paper 3 [45] 100
Final Score 86

Based on the accumulated weighting results in Table 3, the top priority in GMO is APO12—Managed Risk, with
a final score of 86. The weights from the many sources indicated in the table were merged to create this score, which
represents the combined impact of prior Blockchain governance research, pertinent laws, and COBIT 2019 design
factor.

3.2 Gap Analysis
3.2.1 Process Component

The competence of the process component was assessed by examining each step in the context of the selected
IT Governance and Management (ITGM) objectives. The target levels were determined based on the organization’s
strategic goals. This section focuses on the APO12 Risk Management objective, as presented in

Table 4.

Table 4. Process Component
Management Practices Achievement (%) Capability Level
APO12: Managed Risk

100% Fully
APO12.01 Collect data 75% Largely
100% Fully
92% Fully
APO12.02 Analyze risk 50% Partially
100% Fully
100% Fully
APO12.03 Maintain a risk profile 100% Fully
75% Largely
88% Largely
100% Fully
100% Fully
100% Fully
75% Largely
APO12.06 Respond to risk 100% Fully
100% Fully

APO12.04 Articulate risk

APO12.05 Define a risk management action portfolio

AP WWONDPDPORPRONAOPRPRWRARWN

The results shown in
Table 4 indicate that four gaps were identified within the APO12 practices—specifically in APO12.1 Collect Data,
APO12.2 Analyze Risk, APO12.3 Maintain a Risk Profile, and APO12.5 Define a Risk Management Action Portfolio.

3.2.2 Organizational Structure Component
The organizational structure, which serves as the primary decision-making body within the business, is assessed
in this section. Table 5 summarizes the results of the evaluation of BankCo's organizational structure.
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Table 5. Organization Structure Component

COBIT Organization
Structure

Current State

Chief Information Officer
Chief Risk Officer
Chief Digital Officer

Chief Technology Officer

Chief Information Security
Officer
Information Security
Manager
Business Continuity
Manager

Head Development
Head Architect

Head IT Administration
Project Management Office

Head IT Operations
Business Process Owners
Service Manager
Privacy Office
Enterprise Risk Committee

Data Management Function

The IT Director leads the strategic planning and management of all aspects of
information technology.

Held by the Director of Risk Management who leads the strategic and operational
risk control in the company.

The SEVP of Digital Business directs digital product innovation and digital
transformation initiatives.

The CTO position is formally called the IT Operations Manager who handles the
technical and operational aspects.

Held by the IT Security Manager who is in charge of developing policies and
managing information security risks.

Tasks are aligned with the IT Security Manager, focusing on the implementation of
security controls and policy compliance.

This role falls under the Operational Risk Management Division which handles
business resilience to disruptions.

The application development unit resides in the IT Directorate which manages the
design and maintenance of digital solutions.

A Chief IT Architect position is in place and functioning in line with technology
architecture design responsibilities.

The IT Administration Unit provides administrative support and technical services
for IT operations.

IT Directorate and manage project execution and risk oversight in digital initiatives.
Manage daily IT infrastructure and service operations within the scope of the IT
Operations function.

Certain business units are designated as process owners with responsibility for IT
performance and risk.

This role is located on the IT Operations team, which handles the management of IT

services, operations, and support.

Held by the Data Management & Analytics function that ensures data privacy and
regulatory compliance.

The Director of Risk Management, who oversees corporate risk governance overall,
heads the committee.

Implemented by the Data Management & Analytics team that ensures data quality
and supports business analysis.

Table 5 shows that most of the key roles in IT governance and risk management are established and functional,
with no significant role gaps. However, there is no specialized unit to handle new technologies such as blockchain. The
integration of risk management in the rapid DevOps cycle has also not been optimized, causing the mitigation process
to be reactive. Additionally, the efficacy of risk control and system resilience may be weakened in blockchain and
DevOps systems due to the absence of real-time risk management.

3.2.3 Information Component
At this stage, the assessment of the information component was carried out using the current state of information
available at BankCo. The present state of the bank is described in detail in Table 6.

Table 6. Information Component
Information Output
Emerging risk issues and factors

Current State
IT & Digital Risk, Regulatory Compliance Risk and
Third-Party Integration
Information Asset Risk Register and Risk
Assessment
Incident Management Log

Management Practice

Data on risk events and
contributing factors

Data on the operating
environment relating to risk
Risk analysis results

I&T risk scenarios

APO12.01 Collect data

Register of Information Asset Risk
Regulatory Compliance Risk and Third-Party
Integration

APO12.02 Analyze risk
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This is an open access article under the CC BY NC SA license (https://creativecommons.org/licenses/by-nc-sa/4.0/)


https://creativecommons.org/licenses/by-nc-sa/4.0/

Kinetik: Game Technology, Information System, Computer Network, Computing, Electronics, and Control 567

Management Practice Information Output Current State
Scope of risk analysis efforts No specific Blockchain available yet by still
combining with other technologies in IT & Digital
Risk

Aggregated risk profile, including Report on Risk Profiles
status of risk management
APO12.03 Maintain arisk  actions

profile Documented risk scenarios by These are generally available for technology areas
line of business and function in IT & Digital Risk, Regulatory Compliance Risk
and Third-Party Integration
Risk analysis and risk profile Risk Profile Report
reports for stakeholders
Results of third-party risk External Audit

APO12.04 Articulate risk assessments
Opportunities for acceptance of  BankCo has formulated and documented a Risk

greater risk Appetite Statement (RAS) that organizes the
handling of risks
APO12.05 Define a risk Project proposals for reducing The risk management document already contains
management action risk a project proposal from BankCo to reduce the risk
portfolio
Risk impact communication Reports on IT risk and incident escalation
APO12.06 Respond to Risk-related root causes Incident reports and risk assessments
risk Risk-related incident response Reporting risk and responsiveness to the IT team
plans based on key risk indicators

As shown in Table 6, according to the assessment's findings, BankCo is lacking two crucial components: specified
risk scenarios for each function and business line and a documented scope of risk analysis activities.

3.2.4 People, Skills, and Competencies Component

Table 7 shows the stage where the focus is on assessing the People, Skills, and Competencies component. The
objective is to evaluate if human resource capabilities match the roles and responsibilities required to enable ITGM
deployment.

Table 7. People, Skills, and Competencies Component

Skills Current State
Business risk management Internal training, workshops, and risk certification
There are specialized domains of Information and Cyber Security and Data
Privacy that govern data security and reliability
BankCo currently has a risk management framework that covers digital, cyber,
Risk management third-party, and emerging risks, including potential risks from blockchain

implementation

Information assurance

According to the evaluation results of the People, Skills, and Competencies component in
Table 7, BankCo has effectively met all skill requirements, and no gaps were found.

3.2.5 Principles, Policies, and Procedures Component

Table 8 presents the analysis of the Principles, Policies and Procedures component with reference to the existing
conditions in BankCo. The objective is to identify how well the principles and rules align with ITGM's ideal standards
and to evaluate the consistency of the policy and procedure implementation in supporting BankCo's objectives.

Table 8. Principles, Policies, and Procedures Component
Policy Current State
Enterprise risk policy = Enterprise risk policies covering strategic, operational, compliance, and general digital risks
Fraud risk policy General policy for fraud risk prevention and handling

The analysis of this component, as presented in
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Table 8, highlights a gap in the Fraud Risk Policy, which requires further development and refinement.
3.2.6 Culture, Ethnics, and Behavior Component

Table 9 shows that the Culture, Ethics and Behavior component is assessed with reference to the actual cultural
environment at BankCo. This evaluation aims to understand how well the organizational culture and behavioral values
are embedded within the company.

Table 9. Culture, Ethnics, and Behavior Component
Key Culture Elements Current State
To support a transparent and participatory risk culture,
senior management should set direction and
demonstrate visible and genuine support for
incorporation of risk practices throughout the enterprise.

Management should encourage open communication As part of the application of corporate governance that
and business ownership for I&T-related business risk. incorporates the principles of transparency, BankCo has
Desirable behaviors include aligning policies to the implemented risk management procedures into place.

defined risk appetite, reporting risk trends to senior
management and risk governing bodies, rewarding
effective risk management, and proactively monitoring
risk and progress on the risk action plan.

The evaluation findings for this component are shown in
Table 9. It was found that BankCo has met all cultural and ethical elements as recommended by COBIT 2019,
with no gaps identified.

3.2.7 Service, Infrastructure, and Application Component

As shown in Table 10, these components were assessed by examining the real conditions of service delivery,
infrastructure, and applications at BankCo. The objective was to measure the suitability, availability, and capability of
the technology used to support the implementation of ITGM.

Table 10. Service, Infrastructure, and Application Component
Service, Infrastructure, and
Application

Current State

BankCo has crisis management services that cover operational, digital and cyber
risks such as SIEM

BankCo implements GRC framework to manage IT risk

Crisis management services

Governance, risk and
compliance (GRC) tools
BankCo makes use of risk scoring, risk heatmaps, and Risk Control Self-
Assessment (RCSA)

BankCo utilizes general intelligence services to monitor IT and cyber risks, such as
threat intelligence

Risk analysis tools

Risk intelligence services

The analysis, summarized in Table 10, reveals a notable gap around Risk Intelligence Services, indicating the
need for further enhancement in this domain.

The implementation of blockchain technology is driving digital transformation in the banking industry, resulting in
for flexible and strong IT governance. BankCo, as a case study, faced challenges in aligning technological innovation
with operational stability, especially when integrating a dynamic DevOps approach [32]. This study highlights the
significance of an ambidextrous governance framework based on COBIT 2019 that can effectively build blockchain
governance by integrating DevOps approaches with traditional focus areas [30], [34]. The findings reinforce previous
studies that highlighted the urgency of structural roles, risk management, and synergy between development and
operations in dealing with blockchain governance challenges [43], [44], [45]. The research also reveals the unique
context at BankCo, including the lack of integration between functions as well as automation limitations that have not
been covered by conventional frameworks. By bringing together theoretical approaches, this research provides insights
for the development of contextualized and applicable blockchain governance, especially in supporting sustainable digital
transformation in the Indonesian banking industry.

3.3 Potential Improvement
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The next stage was to develop improvement strategies according to the findings of the seven capacity
components' gap analysis and ITGM priority APO12. Table 11 highlights the three main aspects that need to be
strengthened—people, process, and technology—as well as the types of improvements that are relevant for each
component.

Table 11. Potential Improvement

Component Type Potential Improvement

Aspect: People

Organization Communication Strengthen the organizational structure with cross-functional collaboration

structure and real-time communication between DevOps, security, and risk teams

Aspect: Process

Process Record Adding a recording system for risk events, incidents, and impacts specific
to blockchain technology.

Process Procedures Adding separate procedures to identify, measure, and monitor Blockchain-
specific KRIs

Process Policy Adding a Risk Appetite Statement policy specific to Blockchain technology

Process Procedures Create specific procedures for incident handling and risk response based
on blockchain technology

Principles, Policy Establish policies for preventing and handling fraud risks based on digital

Policies, and technology and Blockchain

Procedures

Component

Information Policy Create clear guidelines for the application and risk management of
blockchain technology to avoid it being grouped together with other IT and
digital risks

Information Procedures Create specific procedures to identify, analyze, and mitigate blockchain

risks, including procedures for managing compliance, third-party
integration, and blockchain audits

Aspect: Technology

Service, Technology Adding blockchain specific monitoring features to the existing intelligence
Infrastructure, and platform
Application

Table 11 shows gaps in BankCo's governance related to blockchain integration, incident handling procedures,
and relevant risk response. Specific mechanisms for risk mitigation, compliance management, third-party integration,
and auditing of blockchain systems are also needed to ensure accountable and adaptive governance.

3.4 Resource, Risk, and Value (RRV) Analysis

Table 12 shows the RRV calculation, presenting the scores and categories for Resource, Risk, and Value (RRV)
analysis to facilitate efficient resource allocation and decision-making in a project [46]. The assessment of resource
aspects includes the involvement of internal and external personnel to support the implementation of solutions [47],
while the risk assessment is based on the potential impact of failure, both limited to one work unit and on an
organizational scale [48]. On the other hand, the value aspect reflects the level of contribution of the solution to
improving performance, ranging from the scope of operational units to the entire institution. These three aspects are
classified on a weight scale of Low (1-9), Medium (10-18), and High (19-27) [47].

Table 12. RRV Analysis

Potential Improvement

Final

Score Priority

Aspect: People
Strengthen the organizational structure with cross-functional collaboration and real- 12 Medium
time communication between DevOps, security, and risk teams

Aspect: Process

Adding a recording system for risk events, incidents, and impacts specific to blockchain

12 Medium
technology.
ﬁg?;ng separate procedures to identify, measure, and monitor Blockchain-specific 12 Medium
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Final

Potential Improvement Score Priority
Adding a Risk Appetite Statement policy specific to Blockchain technology 18 Medium
Create specific procedures for incident handling and risk response based on 6 Low
blockchain technology
Establish policies for preventing and handling fraud risks based on digital technology 6 Low
and Blockchain
Create clear guidelines for the application and risk management of blockchain 18 Medium
technology to avoid it being grouped together with other IT and digital risks
Create specific procedures to identify, analyze, and mitigate blockchain risks, including 12 Medium
procedures for managing compliance, third-party integration, and blockchain audits
Aspect: Technology
Adding blockchain specific monitoring features to the existing intelligence platform 3 Low

Table 12 identifies the items as "Medium" and "Low," with a score of 18 being the highest and 3 being the lowest.
Priorities have been determined by assigning respective scores to resources, risks, and improving overall value.

3.5 Implementation Roadmap

The implementation roadmap for the major projects scheduled for 2026 and 2027 is shown in

Table 13. By offering an organized method for strengthening organizational capabilities and filling in identified
gaps, the potential improvements discovered in the RRV) analysis are the focus of these initiatives. The strategy to
accomplish these objectives is shown in the table. This ensures that significant modifications are effectively integrated

into the organization's strategic plan.

Table 13. Implementation Roadmap

Recommendation

2026 2027

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

Aspect: People

Strengthen the organizational structure with cross-functional
collaboration and real-time communication between DevOps,
security, and risk teams

Aspect: Process

Adding a recording system for risk events, incidents, and impacts
specific to blockchain technology

Adding separate procedures to identify, measure, and monitor
Blockchain-specific KRIs

Adding a Risk Appetite Statement policy specific to Blockchain
technology

Create specific procedures for incident handling and risk response
based on blockchain technology

Establish policies for preventing and handling fraud risks based on
digital technology and Blockchain

Create clear guidelines for the application and risk management of
blockchain technology to avoid it being grouped together with other
IT and digital risks

Create specific procedures to identify, analyze, and mitigate
blockchain risks, including procedures for managing compliance,
third-party integration, and blockchain audits

Aspect: Technology

Adding blockchain specific monitoring features to the existing
intelligence platform

As shown in

Table 13, the roadmap takes two years to develop, from 2026 to 2027, divided into four quarters each year. The
recommendations can begin to be implemented from the first quarter of 2026 to the second quarter of 2027.
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3.6 Estimated Impact of Recommendations on BankCo

Table 14 shows the measurable increase in process capability that results when important recommendations are
put into practice. Competency levels indicate better adherence to risk management effectiveness.

Table 14. Estimated Impact of Recommendation Process Component

Management Practice Previous Estimated Capability
Capability level After Recommendation
APO12.01 Collect data 3 4
APO12.02 Analyze risk 4 5
APO12.03 Maintain a risk profile 4 4
APO12.04 Articulate risk 4 4
APO12.05 Define a risk management action portfolio 3 3
APO12.06 Respond to risk 3 5
Total Amount 21 25
Total Score 3,5 4.1
As shown in

Table 14, the GMO APO12 capability level increased from 3.5 to 4,1 indicating improved compliance with risk

management effectiveness in BankCo.

Table 15 shows the estimated impact on Organizational Structure, Information, People, Policies, and Procedures,

and Services, Infrastructure, and Applications Components.

Table 15. Impact of Recommendation Implementation

Pre-Implementation

Post-Implementation

Process Component
Capability level 3.5

Adding a recording system for risk events, incidents,
and impacts specific to blockchain technology.

Adding separate procedures to identify, measure, and
monitor Blockchain-specific KRIs

Adding a Risk Appetite Statement policy specific to
Blockchain technology

Create specific procedures for incident handling and risk
response based on blockchain technology
Organization Structure Component

Strengthen the organizational structure with cross-
functional collaboration and real-time communication
between DevOps, security, and risk teams

Information Component

Create specific policies related to the use and risk
management of blockchain technology, so that they are
no longer grouped together in general with other IT &
Digital Risk

Create specific procedures to identify, analyze, and
mitigate blockchain risks, including procedures for
managing compliance, third-party integration, and
blockchain audits

Principles, Policies, and Procedures Component
Establish policies for preventing and handling fraud risks
based on digital technology and Blockchain

Service, Infrastructure, and Application Component
Adding blockchain specific monitoring features to the
existing intelligence platform

Capability level 4

Blockchain specific record keeping systems are
available, making monitoring, auditing, and impact
analysis easier

Specialized procedures available for blockchain KRIs,
improving detection speed and accuracy

Create a clear RAS for blockchain, increasing the clarity
of acceptable risk limits

Establishment of blockchain-specific handling
procedures, improving mitigation response

Improve efficiency, minimize errors through automation,

and accelerate the handling of risk vulnerabilities

Independent blockchain policies, making it easier to
manage compliance and control

Detailed procedures, strengthening the blockchain risk
management process

There is a blockchain specific fraud prevention policy,
enhancing protection and supervision.

Blockchain monitoring feature available, enabling real-
time monitoring
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Table 15 shows the governance improvements after the recommendations were implemented, including
blockchain-specific risk logging, KRIs and RAS procedures, and faster incident handling. Business roles were clarified,
policies were separated from general IT risks, and real-time monitoring features were added to support stronger
oversight and control.

3.7 Discussion

This research identifies significant institutional challenges faced by technology-enabled financial organizations,
particularly in the context of complex blockchain integration. While existing governance frameworks comply with
regulations, traditional methods are not enough to satisfy the dynamic needs of innovation. This emphasizes the need
for a shift towards adaptive and ambidextrous governance models that combine regulatory compliance with innovative
flexibility. Research from BankCo demonstrates that the difficulties presented by blockchain technology have not been
adequately addressed by either fully control-based or totally agile governance frameworks, including undefined systemic
risks and inherent ethical dilemmas. This methodological gap's appearance indicates that operational responsiveness
and structural stability must be reconciled. The ambidextrous blockchain governance model proposed in this research
integrates the DevOps methodology of COBIT Focus Areas with the control concepts of COBIT 2019, thus aligning with
national regulations such as POJK No.11/2022 and SOE Minister Regulation No.PER-2/MBU/03/2023.

This research contributes theoretically by articulating the dual-mode model into an applicable empirical
framework, addressing the limitations of previous philosophical approaches that lack technical guidance [37]. Different
from macro frameworks that are not integrated with IT systems such as COBIT 2019, this model is able to translate
ethical principles such as fairness and transparency into concrete roles, processes, and organizational structures [26].
Its added value also lies in embedding the RRV principle for strategic decision-making that considers feasibility,
compliance, and value creation [46]. The integration of blockchain governance controls in Traditional COBIT and
DevOps structures allows organizations to bridge external audit demands and internal innovation capacity, reflecting
an important leap in the literature [15], [32], [37].

Particularly, the redefinition of blockchain governance as an integrated system that supports institutional
resilience and ethical adaptability in digital banking offers a more applicable approach than previous abstract models.
With a roadmap that matches BankCo's maturity level and regulatory needs, as well as the establishment of oversight
functions, accountability mechanisms, and standardized procedures for bias and ethics testing, the model has shown
to improve the APO12 maturity score from 3.5 to 4.1. These findings confirm that blockchain governance can serve as
a strategic lever in accountable and innovative digital transformation. The research also provides practical
recommendations for policymakers and industry players, emphasizing the importance of institutionalizing blockchain
governance as a core function, establishing cross-functional risk councils, and strengthening decision-making clarity
through the development of dedicated RAS and blockchain-based fraud prevention policies.

4. Conclusion

This research has a concerning set of limitations, including possible bias and a scope limited to the BankCo case
study. The integration of the ambidextrous COBIT 2019 framework with DevOps principles provides a systematic
approach in improving IT governance to support blockchain-based digital transformation. Emphasis on the APO12
Managed Risk domain and addressing gaps in people, processes, and technology successfully drove an increase in
GMO capability from level 3.5 to 4, even though the organization's strategic goals still require constant improvement.

Presenting an IT governance strategy that integrates traditional DevOps principles with contemporary practices
to facilitate end-to-end blockchain-based transformation in the banking industry is the research's scholarly contribution.
The results contribute to the literature of research on emerging technology governance by emphasizing how crucial
adaptive governance is when handling digital disruption. Practically, this COBIT 2019 and DevOps-based approach
provides an applicable framework that can be modified and applied by other industries facing similar challenges,
especially with reference to efficiency, compliance, and risk management during the digital transformation process.

The effective adoption of this framework, however, is potentially hampered by the complexity of banking
technology and the ever-changing regulatory dynamics that demand continuous contextual adjustments. Future
research is recommended to expand empirical tests across industries, analyze how emerging technologies like artificial
intelligence can be incorporated into risk management, and assess how blockchain can improve operational security
and transparency within an adaptive governance framework.
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