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1. Introduction

Digital security has become one of the main concerns in the modern context [1], [2], [3]. The reason is that in
applications related to healthcare, surveillance, banking, and social networking, human dependence on visual data in
digital format is increasing [4], [5], [6]. Thus, a major area of concern involves the vulnerability of the digital images
during transmission and storage to eavesdropping, manipulation, and theft of data [7], [8]. Compared to textual or
numerical data, digital images have larger file sizes and require appropriate encryption methods that are not only secure
but also efficient in managing high-dimensional data [9], [10]. Additionally, due to the redundancy in image data, some
patterns can easily be predicted by an attacker, which may further present possibilities for several attacks, especially
when using encryption techniques of low complexity [11]. Another challenge is the need to balance security with quality,
whereby overly intricate algorithms can quickly prove counterproductive, leading to either lower quality in images or
slowing down the processing.

Cryptography, in particular, has been proposed as a solid way to address these concerns, particularly through
image encryption, to protect under confidentiality and integrity with respect to digital images [12], [13]. Under encryption,
the process that starts with an image makes it appear illegible, aided by special algorithms that create randomness,
making it a very difficult task to decrypt it without proper authority. Logically speaking, encryption involves changing the
spatial representation of an image, normally in the form of pixel matrices, into a scrambled representation using known
methods such as Elliptic Curve Cryptography (ECC) or chaotic systems, dictated by a particular encryption key [12],
[14], [15]. Reverse decryption uses the same key to undo encryption operations and restore the image back to its
original recognizable state without any critical detail being lost [16]. The decrypted image will be evaluated based on its
restoration quality by measurements such as Peak Signal-to-Noise Ratio (PSNR) or Structural Similarity Index
Measures (SSIM), thereby determining the recovery capacity of the original structure and details of the image after
undergoing such encryption and decryption processes [17]. This approach offers the advantage of securing the image
data while ensuring the recoverability of the information as accurately and reliably as intended, thereby finding a critical
balance between the protection of the data and its usability.

Elliptic Curve image encryption is a cryptographic approach that uses the mathematical properties of elliptic
curves to secure image data [18]. It combines the strength of public-key cryptography with efficient computational
methods, making it particularly suitable for resource-constrained environments like image encryption [19]. Banik et al.
(2022) [15] highlighted the increasing need for securing digital images due to their growing prevalence in communication
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and data transmission. Recognizing the challenges in Abdelfatah’s block-based image encryption scheme, which
combines chaotic systems and elliptic curve cryptography, the authors identified key issues that compromise its
effectiveness. These issues include the grouping of multiple pixels into large integers exceeding the elliptic curve’s
modulo prime, resulting in decryption errors, and the additional overhead of transferring information about the pixel
grouping. To address these limitations, the authors proposed an improved algorithm that leverages the largest 512-bit
elliptic curve prime modulo, alongside advanced confusion and diffusion operations derived from a chaotic system.
Through security and statistical analyses, their method demonstrated enhanced robustness against cryptographic
attacks, highlighting its potential to address vulnerabilities in existing encryption techniques while maintaining the
integrity and confidentiality of digital image data.

Ye et al. (2022) [20] introduced a novel three-dimensional continuous chaotic system, termed ImproBsys, which
transitions from ordinary chaos to hyperchaos, exhibiting more complex and unpredictable behavior with two positive
Lyapunov exponents. Based on this advanced system, they have proposed an integrated double-image encryption
algorithm that links compressive sensing with elliptic curve cryptography. First, they performed DWT on two equal-sized
plain images and thresholded their coefficients to increase sparsity. Furthermore, they compressed the quantized matrix
to reduce its data dimensions by half and then concatenated the compressed matrix to form a single new matrix. Elliptic
curve cryptography is then performed on the resultant matrix for secure transmission. The researchers’ work maintains
essential contributions, including the development of improved chaotic properties in the ImproBsys system, the use of
compressive sensing to reduce data for transmission while integrating the chaos system to control the measurement
matrix, and the presentation of a novel mathematical model that maps the initial conditions of the ImproBsys with the
entropy of the plain image.

Parida et al. (2021) [19] integrated ECDH key exchange for establishing a shared session key using a variant of
the ElGamal encoding scheme for encryption. Moreover, three-dimensional and four-dimensional ACM maps were
employed to scramble and transform pixel values efficiently, ensuring high confusion and diffusion. Furthermore, a
digital signature in a structured format is included to enable authentication of the encrypted image prior to its decryption
for legitimacy. The results demonstrated the efficiency of the proposed model, where the average entropy for grayscale
images was found to be 7.9993 and for the color image components was 7.99925, with an average NPCR of 99.6%,
an average UACI of 33.3%, and low pixel correlation. By minimizing computational overhead through optimized point
multiplication operations, the model demonstrated resilience against various types of attacks, including statistical,
differential, chosen-plaintext, known-plaintext, and occlusion attacks. This proves its efficacy and robustness as a
comprehensive encryption framework.

The above three works involved ECC for image encryption and thus share a common framework but differ in the
specific techniques used to enhance encryption strength and diffusion. Researcher [15] focused on the limitations in
Abdelfatah's block-based encryption and used a 512-bit ECC prime modulo along with advanced confusion and diffusion
derived from chaotic systems. Researcher [20] proposed an innovative method that incorporates compressive sensing
and error correction codes into a new three-dimensional continuous chaotic system known as ImproBsys. This method
aims to reduce data size and improve data transmission efficiency while embedding more chaos to achieve higher
security. On the other hand, Researcher [19] proposed a robust encryption model based on ECC that combined ECDH
key exchange with improved ElGamal encoding, incorporating Arnold Cat maps for efficient pixel scrambling. In this
regard, the given paper presents a fresh perspective that combines Elliptic Curve Cryptography with the three-
dimensional Lorenz system to increase the complexity of the diffusion and, subsequently, the entire encryption process.
In this context, the Lorenz chaotic system was integrated to enhance the unpredictability of the scheme through better
distribution of the pixel value changes across the entire image. The new implementation of ECC with the Lorenz system
uniquely contributes to adding more complexity to the diffusion process, further enhancing its resilience against various
cryptographic attacks.

2. Research Method

In the encryption phase (red flow), the process begins by combining the secret key with the hash value of the
original image, generated using the Hashing-512 algorithm. This combination is used to perform pixel permutation,
scrambling the arrangement of the image's pixels to enhance data complexity and resistance to attacks. After the
permutation, the data undergoes further processing using elliptic curve encryption, utilizing pseudo-random numbers
generated by a 3D Lorenz system as the key. The result is then refined through an EC Diffusion algorithm, followed by
additional PRNG-based diffusion, ultimately producing the encrypted or cipher image.

The decryption process (green flow) reverses the encryption steps, starting from the cipher image. First, the
PRNG-based diffusion and EC Diffusion are undone to restore the pre-diffusion state. The encrypted data is then
decrypted using the appropriate private key to reverse the elliptic curve encryption. Next, the pixel arrangement is
restored using the "reverse pixel permutation" algorithm, returning the scrambled pixels to their original order. Finally,
the initial diffusion algorithm is reversed using data derived from the private key, reconstructing the original image. This
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method ensures that only authorized users with the correct private key can decrypt the cipher image back into its original

form.
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Figure 1. Procedure of Proposed Scheme

2.1 Preliminaries

In this research, the SHA-512 hashing algorithm is utilized to generate the initial values for the chaotic system
[21]. This step is essential to ensure that even when two images differ by only a single pixel, the resulting chaotic
parameters are significantly different, thereby enhancing the security and unpredictability of the encryption process [22].
By leveraging the cryptographic strength of SHA-512, the hash output serves as a robust and sensitive foundation for
initializing chaos.

The SHA-512 hash function generates a 512-bit fixed-length output from the input data. In this research, the
resulting 512 — bit secret key, H, is partitioned into 128 blocks, each consisting of 4 bits. These blocks are subsequently
employed to initialize the chaotic system with high sensitivity to small variations in the input. The hashing process is
represented mathematically in Equation 1.

Hashing (H) = hy, hy, hs, ..., hypg (1)

After that, the hash result (H) is combined with the public secret key (K) to create a new set of parameters P,
where the formula (K) for the public secret key in question can be seen in Equation 2. This equation defines the public
secret key, which functions to randomize all the pixels in the plain image used as the secret key, with o,p, and g as
predefined constants.

Xpe1 = 0(Vn — Xn)
K= 1{Vn41 = xn(p - Zn) ~—Yn (2)
Zn+1 = XnYn- Bz,

After generating based on Equation 2, the XOR process is carried out on the generated public key with the
hashing-512 result, thus forming a pixel permutation as seen in Equation 3. This process ensures that the encryption
result is more complex and difficult to predict, increasing the security of the altered image.

Permutedpixel (i,j) = K(i,j) @ H(,j) (3)
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Here, K(i,j) is the value generated by the public secret key, and H(i,j) is the result of hashing-512. The XOR
process combines the two to form scrambled pixels, enhancing the confidentiality of the resulting image. In this context,
XOR does not directly permute pixel positions in a spatial sense but modifies the pixel intensity values at specific
coordinates. By applying XOR between K(i,j) and H(i,j), the original pixel values are transformed into new, non-
intuitive values based on both the cryptographic key and hash function. Since both K and H depend on secret
parameters and cryptographic operations, the resulting scrambled pixels appear statistically random and uncorrelated
to the original image. This transformation ensures that even small changes in the input or key produce significantly
different outputs, thereby enhancing diffusion and resisting statistical or differential attacks.

2.2 Elliptic Curve Encryption

Elliptic Curve Cryptography (ECC) is a form of public-key cryptography based on the mathematical properties of
elliptic curves defined over finite fields to secure data [23]. This technique provides the same level of security as
traditional cryptographic methods with much smaller key sizes, resulting in faster computations and reduced memory
requirements [24]. ECC relies on public-key cryptography in which a public key is used for encryption and a private key
is used for decryption, allowing for secure data transmission between two parties without the need to agree on any
secret keys beforehand [25]. An elliptic curve over a finite field F;is defined, as can be seen in Equation 4.

F,
Z ‘= (@)U {(x,y):x,y € F, - F;:y* = x* 4+ ax + bmod q} 4)
b

a,

The elliptic curve over a finite field F; is defined as the set of points {oo} U {(x,y)}, including the point at infinity
(w)and all (x,y) € F, - F, that satisfy the equation y* = x* + ax + b mod q, where a and b are constants. For the curve
to be valid and non-singular, the discriminant 4a® + 27b% mod q must not be zero. The point at infinity serves as the
identity element for the elliptic curve group under addition. Following Equation 4, the sum of two distinct points K; =
(x1,y1) and L; = (x,,y,) on an elliptic curve over a finite field, where K; # L, is calculated using the following steps:
compute the slope A in Equation 5 and compute the resulting point R = K; + L; = (x3,y3) in Equation 6.

Y2 =MW1
A= """ mod
X —x, q )
x3= > — x; —x, mod q
e ey (6)
y3 = A(x; —x3) —yy mod q
If the points K; and L, are inverses of each other (x; = x, and y; = —y,), their sum results in the point at infinity
(e0), which serves as the identity element on the elliptic curve.
100 & N
xx . X x % x x x x
a0l xx P X X "
x x" x
X X X x ¥
6ok x x xx X x N t S S Az
x ox % X x (c) Embedded EC Diffusion
> |y fomeoncie x o N (b) Plain Image Based on Pixel Permutation
“I'T = " * x X il using Proposed Curve
x7x x X o X ; B g LAY 1
20t ) . ¥ x
% x X x x X
xx X x X X x x
oF x X x
0 20 40 60 80 100

(d) Decrypted Image Using
Proposed Curve
Figure 2. Elliptic Curve Processing

(a) Proposed Curve (e) Slightly Modified Curve
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Based on Figure 2, the proposed elliptic curve in (a) generates a set of coordinate points that serve as the basis
for public key generation in the encryption process. These points are derived from valid solutions to the elliptic curve
equation over a finite field, as described in Equation 4. The plain image shown in (b) undergoes a diffusion process
where pixel values are scrambled using the coordinates derived from the curve, as illustrated in (c). This operation
ensures that the output image has a randomized appearance, making it resistant to visual interpretation and statistical
analysis. When the correct curve and key parameters are applied, the original image can be successfully recovered, as
shown in (d). However, in (e), a slight modification to the curve parameters leads to significant distortion in the decrypted
image, indicating a high sensitivity of the encryption system to parameter accuracy.

2.3 3D Lorenz PRNG

This method utilizes the dynamics of the Lorenz system, a well-known chaotic system, to generate sequences of
pseudo-random numbers with high unpredictability [26]. The Lorenz system is described by three coupled, nonlinear
differential equations characterized by parameters g, p, and 8, which control the behavior of the chaotic attractor [27],
[28]. The PRNG equation can be seen in Equation 7.

dx dy dz 7
Z=00-0  —=x(p-D-y, T=xy-pz (7)

In this context, initial conditions x0, y0, and z0 are set as seeds, and the system evolves over discrete time steps
using numerical integration methods, such as the Runge-Kutta method. The outputs x(t), y(t), and z(t) are used to
derive random-like sequences, which are then scaled or transformed to meet specific application requirements. The
results of proposed encryption using Elliptic Curve and 3D Lorenz can be seen in Figure 3. The system operates with
predefined parameters ¢ = 10,p = 28,and f = 8/3, which are standard values commonly used to exhibit chaotic
behavior. These parameters influence the Lorenz attractor's dynamics, ensuring the generation of pseudo-random
sequences with high entropy. The parameter o governs the rate of change in the x-dimension, p determines the
divergence in the y-dimension, and g affects the behavior in the z-dimension.

0
Xaxis 10 -20
20

(a) 3D Lorenz PRNG (b) Embedded EC (c) Proposed Encryption (d) Proposed Encryption
(0 =10,p = 28,and B = 8/3) Diffusion (Elliptic Curve + 3D Lorenz) in 10x lteration
Figure 3. Proposed Encryption Processing

2.4 Performance Evaluation

Commonly, MSE, PSNR, UACI, and NPCR are the metrics used to measure the efficiency of any encryption
approach. The performance indicator respectively, as stated in Equations 8, 9, 10, and 11. The MSE calculates the
average squared difference between the original and encrypted images, which provides an idea of the distortion caused
by the encryption process— the higher the value of MSE, the better the encryption performance of the approach can
be ensured [29]. The PSNR is derived from MSE and is used to evaluate the perceptual quality of the encrypted image.
According to the literature, a low PSNR indicates a much stronger encryption effect [30]. The UACI describes the
average change in intensity between two encrypted images that differ by a single pixel in the plaintext image, reflecting
the algorithm's sensitivity to small changes in input [31]. In the case of NPCR, the percentage of different pixel positions
between the original and encrypted images is measured; hence, it shows the ability of the encryption scheme to spread
changes throughout the entire image in case of any change, and this value will be calculated. Essentially, the higher
values of UACI and NPCR indicate resistance against differential attacks, demonstrating efficiency and strength in the
proposed encryption system.
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7.2, | (8)
MSE=_Z Z P — KT
MN Lui—, j=1( (i,)) = K@i, )
PSNR = 1010g 10 ( —— _pixel value® o
T MSE
1 1G,)) @ K@)
UACI = 3, y |2 EKED) 100 o
NPCR =SSl B [ x 100 (11)

3. Results and Discussion

In this work, the implementation and execution of the suggested algorithm are performed in Python programming
within a Google Colab environment, which is quite efficient and agile for code development and testing. Test cases
remain exactly the same since the image dataset used for conducting experiments consists of grayscale images with a
resolution of 512 x 512 pixels. Computations were performed on a system with a Ryzen 5 7600X processor, an NVIDIA
RTX 3060 GPU, a 2 TB SSD, and 32 GB of RAM. The aforementioned configuration provides decent performance
regarding computationally intensive applications related to chaotic system calculations, encryption, and image
processing. The results of this study were evaluated using four different plain images: MRI, Lena, Peppers, Cameraman,
and Rice, all in JPG format. These images were selected to represent a diverse set of textures and visual details,
providing a robust assessment of the encryption algorithm's performance. The initial stage of this section involved the
encryption process, where each plain image was transformed into its corresponding cipher image. The outcomes of this
encryption process can be seen in Figure 4.

a) Plain Image

Figure 4. Proposed Encryption and Decryption

Figure 5 presents the results of the histogram analysis on the encryption and the decryption processes. Figure
5(a) allows viewers to see the distribution of the pixel intensity across different steps. In more concrete terms, Figure
5(a) illustrates the histogram of the plain image before encryption, revealing the intrinsic distribution of pixel intensity in
the plain image. Figure 5(b) shows that the histogram of the encrypted image is uniformly distributed, reflecting
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effectiveness about the randomness in the encryption process. Furthermore, Figure 5(c) displays the histogram of the
decrypted image, which is almost identical to that of the original plain image. Indeed, this proves the correctness of the
reversible decryption process.

._ (a)HMRI_ ) ) (b}.Lené'_ i ) :_(c) Fieppérs ._ _ ((.;I_)Callﬂera\man'l ) (e.)Ricé._

L b QS QO

(f) Encrypted MRI ) (g) Encrypted Lena (h) Encrypted Peppers |) Encrypted Camraman (1) Encrypted Rice

(k) Decrypted MRI n I.Z}ecrypted.Lené . (m) Decrypted Peppers (n) Decrypted Camréman. (o) Decrypted Ricé
Figure 5. Analysis of Histogram

The following histograms represent the distribution of pixel intensity for various states of an image: original-, (a)-
(e), encrypted (f)-(j), and decrypted (k)-(0). Original images exhibit very distinct peaks and changes in their intensity
values, due to the features and other subtleties inherent in each. For example, "MRI" and "Lena" (a) and (b),
respectively, show apparent peaks due to the non-uniform distribution of intensity values in natural or medical images.
On the other hand, encrypted histograms are uniformly distributed across all pixel values, without any particular pattern
in sight. This means that encryption has truly randomized pixel values, resulting in the absence of any 'visible' pattern,
which makes these images resistant to statistical attacks. Finally, decrypted histograms, as depicted in (k)-(0), are
reasonably identical to the original histograms, proving that the decryption process does restore the original images
with minimal loss and distortion. This indicates the efficiency of the encryption and decryption algorithm in terms of
image integrity with guaranteed safety.

Next, the image quality was measured to assess the extent of changes that occurred in the encrypted and
decrypted images. The results of this image quality measurement can be seen in Table 1.

Table 1. Performance Measurement
Researcher Methods Plain Image MSE PSNR UACI NPCR
Elliptic Curve and

[23] Affine Hill Cipher Peppers 4409 7.4121 dB 33.31 99.63
Elliptic Curve and Lena - 27.897 dB 33.34 99.63

[19] Mgﬁfg?fﬁ;%’;a' Peppers ; 27.903 dB 33.31 99.63
MRI 4888 5.1157 dB 33.33 99.64

Elliptic Curve and Lena 3298 7.6977 dB 33.33 99.63

Our Study 3D Lorenz Peppers 4765 7.1332dB 33.33 99.63
Cameraman 3787 7.6219 dB 33.33 99.63

Rice 3032 8.8711 dB 33.34 99.64

Based on Table 1, the performance of several image encryption methods is compared using evaluation metrics
such as Mean Squared Error (MSE), Peak Signal-to-Noise Ratio (PSNR), Unified Average Changing Intensity (UACI),
and Number of Pixel Change Rate (NPCR). Previous research by [19] used a combination of Elliptic Curve and Affine
Hill Cipher, while research by [15] utilized Elliptic Curve with Multidimensional Chaotic Maps. This research introduces
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a new approach that combines Elliptic Curve and 3D Lorenz. The results show that this research method provides lower
MSE and higher PSNR for some images, such as Rice (MSE: 3032, PSNR: 8.8711 dB), compared to other methods.
The UACI and NPCR values for all methods are relatively consistent, around 33.3 for UACI and 99.6 for NPCR,
indicating high effectiveness in detecting changes in pixel intensity as well as encryption sensitivity to data changes.
Thus, this new approach delivers competitive performance, especially in producing high-quality encrypted images. The
final step of this research is the decryption test using the correct, slightly modified, and incorrect curve/key, which is
shown in Figure 6. Figure 6 (a) shows the original image (plain image); the results of Figure 6 (b) show the slightly
modified key by altering the original elliptic curve parameter a by a very small margin, i.e., 4a = +1 over the finite field
F,. Figure 6 (c) shows the results with the incorrect key, and Figure 6 (d) shows the results with the correct key.

(a) Plain Image (b) Slightly Modified Key (c) Inorrect Key (d) Correct Key
Figure 6. Testing Phase

4. Conclusion

This study proposes a novel image encryption method that combines Elliptic Curve cryptography with the 3D
Lorenz chaotic system to enhance security and efficiency. The encryption process involves pixel permutation, Elliptic
Curve-based encryption, and diffusion using pseudo-random sequences generated by the 3D Lorenz system, while
decryption reverses these steps to restore the original image. Performance evaluations on grayscale images, including
MRI, Lena, Peppers, Cameraman, and Rice, demonstrate competitive results. For instance, the method achieves an
MSE of 3032 and a PSNR of 8.8711 dB for the Rice image, with consistently high UACI (33.34%) and NPCR (99.64%)
values, indicating strong resistance to pixel intensity changes and robustness against differential attacks. In further
testing phases, this research confirms the algorithm's reliability, showing that only the correct key successfully restores
the original image, while incorrect or modified keys fail, ensuring the encryption’s integrity. Additionally, the uniform pixel
distribution in encrypted images highlights its effectiveness in thwarting statistical attacks. The method's resilience to
cryptographic attacks, coupled with its computational efficiency, underscores its practicality for real-world applications.
Future research could explore extending this approach to color images, optimizing computational efficiency for larger
datasets, and integrating additional chaotic systems to further enhance encryption strength. Such advancements would
broaden the applicability of the proposed method in securing digital images across diverse domains.
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