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1. Introduction

Digital image security is the process of securing images by converting the original image data into a form that is
not easily readable without the appropriate key or password [1], [2], [3], [4], [5]. This involves using cryptographic
algorithms to convert the image pixels into a format that cannot be directly understood by unauthorized persons [6], [7].
One of the main goals of image encryption is to protect privacy and reduce the risk of unauthorized manipulation or
access to sensitive visual data [8], [9], [10]. Digital security has become a significant issue affecting individuals,
businesses and governments. Security attacks such as cyberattacks, malware, ransomware and identity theft are
increasingly sophisticated and diverse, leading to significant financial losses and widespread privacy violations [11],
[12]. In addition, with more and more sensitive data being stored and transmitted online, the need for robust and effective
security protocols becomes more urgent. Inadequate digital security can pose significant risks, including operational
disruption, loss of customer trust and serious legal and reputational impacts. While various methods exist for image
encryption, a growing focus has been placed on combining techniques to enhance security, especially in an era where
cyberattacks and data breaches are becoming more sophisticated.

Two prominent techniques in image encryption are Arnold Scrambling and the Advanced Encryption Standard
(AES). Arnold scrambling, a chaotic transformation, is particularly useful for rearranging pixel positions within an image,
making it nearly impossible for attackers to interpret the original data without the correct scrambling parameters [13].
On the other hand, AES, a symmetric encryption algorithm, is widely recognized for its high efficiency and strong
security. It encrypts data in fixed block sizes using a series of substitution and permutation operations to ensure that
the original information is not recoverable without the correct decryption key [14]. While these methods are powerful on
their own, they each have limitations, such as the periodicity of Arnold scrambling and the key management complexities
of AES [15], [16].

In response to these challenges, this research proposes a hybrid encryption approach that combines Arnold
scrambling with AES to address the shortcomings of each method when used individually [17], [18], [19], [20]. The
primary objective of this study is to enhance digital image security by leveraging the strengths of both techniques,
namely Arnold scrambling's high diffusion properties and AES's robust encryption [17], [18]. This hybrid approach is
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expected to provide a more secure and efficient solution to the rising threat of cyberattacks targeting visual data.
Specifically, the combination of these methods is designed to ensure that images remain protected even in cases of
unauthorized access, by introducing both pixel-level scrambling and cryptographic encryption, thus complicating any
attempts to reverse-engineer or decrypt the image.

Many researchers have leveraged Arnold scrambling in their investigations to enhance the security of digital
images. Research [21] introduces an innovative chaos-based image encryption technique, utilizing recent
advancements in multimedia data security. The study employed a logistic map and S-box for improved key expansion
and incorporated ACM for image permutation, effectively scrambling the image data. Research [22] presents a novel
image encryption and decryption method combining Arnold cat transformation and elliptic curve hill cipher cryptography.
The Arnold cat transformation was used to perform chaotic pixel mapping, while the elliptic curve Hill cipher provided
robust security through the use of elliptic curves in the encryption process. Research [23] introduces a multi-layered
approach combining RMAC, RP2DFrHT, and a two-dimensional Arnold map for enhanced image encryption. Initially,
RMAC secured both coordinate and geometrical domains, ensuring that pixel knowledge alone is insufficient for
decryption. The second stage used RP2DFrHT to convert complex-valued coefficients to real-valued ones, facilitating
easier display, storage, and transmission. Lastly, the 2D Arnold map was applied to further enhance security and expand
the key space.

Different from three related studies above, this study offers a new approach in image encryption based on the
combination of Arnold scrambling with Advanced Encryption Standard (AES). This method utilizes the strength of Arnold
scrambling in providing high diffusion and chaos to scramble image pixels, making them difficult to understand without
the right key. On the other hand, AES is known for its strong encryption capabilities and efficiency in securing data. This
hybrid approach is expected to overcome the weaknesses of each method when used separately and provide a more
practical solution to increasingly complex cybersecurity threats.

The remainder of this paper is organized as follows: Section 2 provides a detailed explanation of the hybrid
encryption methodology, including the integration of Arnold scrambling and AES. Section 3 discusses the experimental
setup and presents the results of applying the hybrid encryption technique to various digital images. Section 4 offers an
analysis of the findings, comparing the security and efficiency of the hybrid method with other encryption approaches.
Finally, Section 5 concludes with a summary of the contributions, implications for future research, and potential real-
world applications of the proposed method.

2. Research Method

The encryption method in this study involves a combination of Arnold Scrambling and Advanced Encryption
Standard (AES). Arnold Scrambling was selected for its ability to introduce high levels of diffusion by randomizing pixel
positions based on chaotic mappings, while AES was chosen for its strong cryptographic properties, providing robust
security through well-established encryption standards. This combination aims to address the limitations of each method
when used independently, ensuring higher levels of security for digital images.

The process begins by separating the image into its three primary color components: red, green, and blue (RGB).
Each component undergoes Arnold Scrambling using Arnold’s cat map, a well-documented technique that effectively
disrupts pixel positions in a reversible manner, making the image unrecognizable without proper decryption keys. After
scrambling, the three-color components are recombined and then encrypted using AES with a specific encryption key.
Arnold Scrambling introduces chaos into the pixel arrangement, which strengthens the encryption process by increasing
resistance to cryptographic attacks that rely on pixel correlation. AES, with its substitution-permutation network, further
reinforces the encryption by altering the pixel values, making brute-force attacks infeasible. The rationale for combining
these techniques lies in the complementary nature of Arnold Scrambling's diffusion properties and AES's confusion
capabilities. Together, they create a highly secure encryption scheme that is computationally efficient while enhancing
security robustness.

The encryption process was tested on standard benchmark images, including Lena, Mandrill, Cameraman, and
Plane, to evaluate its performance using established metrics like UACI, NPCR, and entropy. The flow of the proposed
encryption method is illustrated in Figure 1, with additional layers of AES encryption depicted in Figure 3 to clarify how
the AES steps modify the state matrix.

© 2025 The Authors. Published by Universitas Muhammadiyah Malang
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Figure 1. Proposed Encryption

2.1 Arnold Scrambling

Arnold Scrambling is a technique used in image encryption to randomize the position of pixels in an image,
resulting in an image that cannot be recognized without performing a reverse decryption process [24], [25]. This
technigque is named after mathematician Vladimir Arnold, who introduced the concept through the Arnold's cat map. An
Arnold’s cat map is a repeated linear transformation of the pixel coordinates in an image, which causes a cyclical shift
in the pixel positions [26]. The Arnold Scrambling process begins by applying a mathematical transformation to the
coordinates of each pixel in the original image [27]. Each new coordinate is calculated using a specific equation that
combines addition and modulo operations. After a certain number of iterations, the positions of the pixels in the image
become highly scrambled, making the resulting image appear to be a random collection of pixels with no discernible
pattern. However, because this process is deterministic and reversible, the original image can be recovered by applying
the reverse transformation with the same number of iterations. The Arnold scrambling equation can be seen in Equation
1 and Equation 2. For a given pixel at coordinates (x,y) in image (N x N), the new coordinates (x',y’) after Arnold
randomization iteration are calculated using Equation 1, and to descramble the image and recover the original pixel
positions, the inverse transformation are calculated using Equation 2.

()= (G 3G) moan o)

(i) = ( _21 _11) (i) mod N )

The Arnold scrambling results in 1x, 10x, and 100x iterations can be seen in Figure 2. This figure shows that the
original image undergoes significant changes in pixel positions after going through different numbers of iterations. On
the first iteration (1x), the image begins to show signs of clutter, while on the tenth iteration (10x), the clutter increases
and the original pattern becomes increasingly difficult to discern. After one hundred iterations (100 times), the image
becomes very blurred, making it almost unrecognizable without appropriate backscatter processing.

(b) 1x Iteration (c) 10x Iteration ) 100x Itratlon v
Figure 2. Arnold Scrambling Per-iteration
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2.2 Advanced Encryption Standard (AES)

AES works by dividing data into fixed-size blocks (128 bits) and encrypting each block using a cryptographic key
that can be 128, 192, or 256 bits long [28], [29]. The AES encryption process involves a series of transformations such
as SubBytes, ShiftRows, MixColumns, and AddRoundKey that are repeated in multiple rounds to increase security [30],
[31]. In the context of image encryption, combining AES with Arnold scrambling provides double protection. Arnold
scrambling first scrambles the positions of pixels in the image, making them difficult to recognize, and then AES secures
this scrambled data with strong encryption. This combination ensures that even if one layer of security is compromised,
the other layers still protect the image from unauthorized access. The mathematical equations for AES can be seen in
Equations 3-6.

S'00 So1 Soz Sos
S S S S
S20 S'21 Saz Sz ®
S'z0 S'31 S'az S'az

SubBytes(S) =
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S'33 S'30 S'31 S's

ShiftRows(S) =

02 03 01 01
01 02 03 01\[510 .
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03 01 01 02/ \g

MixColumns(S) =

AddRoundKey(S,K)=S® K (6)

By applying the equations above, the AES layer can be seen in Figure 3. The figure illustrates the data
transformation process that occurs during the encryption process using AES. Steps such as SubBytes, ShiftRows,
MixColumns, and AddRoundKey are visually represented in the diagram to clarify how each step modifies the state
matrix at each round of encryption.
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Figure 3. AES Layers

3. Results and Discussion

In this study, the plain images used include four images namely Lena, Mandrill, Cameraman and Plane. In this
test, an RGB image with a resolution of 256 x 256 x 3 was used. To measure the image encryption performance,
analysis is performed using histogram, NPCR, UACI and Entropy. The entire testing and analysis process is performed
using MATLAB 2020a software, which provides many functions and tools necessary to implement and evaluate the
proposed encryption algorithm. Experimental results based on the proposed method are shown in Figure 4. Results
depicted in Figure 4 undergoes a multi-layered encryption process utilizing both Arnold Scrambling and AES, as detailed
in Algorithm 1 and Algorithm 2, respectively. Algorithm 1, representing Arnold Scrambling, disperses the pixel positions
through chaotic mapping, thereby introducing a high level of randomness and initial security. Following this, Algorithm
2, which represents AES, encrypts the scrambled image, ensuring robust cryptographic security.
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Figure 4. Results Experiment

1st Algorithm: Arnold Scrambling

2nd Algorithm: AES

Input: Image matrix img, Number of iterations iter
Output: Scrambled image matrix scrambled_img

N «— number of rows in img
M «— number of columns in img
scrambled_img < img

for i from 1 to iter do
temp_img < scrambled_img
for x from0to N —1do
for y from 0 to M — 1 do
new x < (x + y)mod N
new.y « (x + 2*y)mod M
scrambled_img[new_x][new_y] « temp_img|[x][y]
end for
end for
end for
return scrambled_img

Input: Plaintext block P, Cipher key K
Output: Encrypted block C

SubBytes (state):
for each byte in state do
| byte = S — box[byte]
end for
ShiftRows (state):
for each row r in state do
| left — rotate row r by r bytes
end for
MixColumns (state):
for each column c in state do
| column ¢ = MultiplyWithMatrix(column c, fixed_matrix)
end for
AddRoundKey (state, roundKey):
for each byte in state do
| byte = byte XOR roundKey
end for

3.1 UACI and NPCR Evaluation

UACI measures the average difference in pixel intensities between the original image and the encrypted image,
giving an idea of how much the pixel values change after the encryption [32], [33]. On the other hand, NPCR measures
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the percentage of pixels that change value between the original image and the encrypted image when small changes
occur in the original image, thereby indicating the sensitivity of the encryption algorithm to such changes. Based on the
UACI and NPCR equations, it can be seen in Equation 7 and Equation 8. Results of the image encryption performance
are shown in Table 1. This table shows the UACI and NPCR values for each test image, namely Lena, Mandrill,
Cameraman, and Plane.

_ 1 ey v 16D SRS

VACI =y ¥ | [ EECD) 100 @
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Based on the analysis for four test images, each image obtained UACI of 33.6% and NPCR of 99.8%. The NPCR
value approaching 100% indicates that most pixels in the image change their values after the encryption process.

Table 1. Results of UACI and NPCR

Researcher Method Tested Image  UACI (%) NPCR (%)
Lena 33.61 99.82
. Mandrill 33.61 99.81
Our Study Ensemble Arnold Scrambling + AES Cameraman 3361 99.82
Plane 33.58 99.80
Lena 33.40 99.62
[21] Ensemble Arnold Scrambling + S-Box Mandrill 33.35 99.60
Cameraman 33.54 99.61
. I Lena 33.48 99.78
[22] Ensemble Arnold Scrambling + Hill Cipher Mandrill 33.42 99.61

3.2 Entropy Analysis

Entropy analysis is a method used to measure the degree of randomness or chaos in an encrypted image,
reflecting the degree of uncertainty in the information contained in the data [34], [35]. The higher the entropy value, the
better the encryption quality, as it indicates that the encrypted data is more random and unpredictable. The entropy
equation can be seen in Equation 9. The results of the entropy analysis can be seen in Table 2. This table shows the
entropy values for the encrypted test images including Lena, Mandrill, Cameraman, and Plane. Based on the analysis
for four test images, the entropy value almost reaches the maximum value of 8, such as 7.9999 for Lena, Mandrill and
Plane, and 7.9997 for Cameraman, indicating that the encrypted image has a very random and irregular pixel
distribution.

255

Entropy = — ) P (x) loga p () 9)
=
Table 2. Results of Entropy Analysis

Research Method Tested Image Entropy (AVG)
Lena 7.9999
. Mandrill 7.9999
Our Study Ensemble Arnold Scrambling + AES Cameraman 79997
Plane 7.9999
Lena 7.9990
[21] Ensemble Arnold Scrambling + S-Box Mandrill 7.9997
Cameraman 7.9989
. S Lena 7.9989
[22] Ensemble Arnold Scrambling + Hill Cipher Mandrill 7 9982

4. Conclusion

In this study, the proposed hybrid approach combining Arnold Scrambling and AES for image encryption was
rigorously evaluated across four test images: Lena, Mandrill, Cameraman, and Plane. The results of this evaluation
demonstrated the effectiveness of the encryption scheme through key metrics such as the Unified Average Changing
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Intensity (UACI) and the Number of Pixels Change Rate (NPCR). With UACI values consistently around 33.6% and
NPCR values approximately 99.8%, the algorithm exhibited high sensitivity to pixel changes, ensuring that even small
alterations in the input led to significant modifications in the encrypted output, thus strengthening resistance to
differential cryptanalysis. Additionally, the entropy analysis, with values approaching 8 for each image, indicated a near-
optimal level of randomness in the encrypted images. This suggests that the combination of Arnold's chaotic pixel
diffusion and AES's robust cryptographic transformations resulted in highly randomized and secure outputs, further
reducing the likelihood of pattern recognition by attackers. These findings support the research objective by confirming
that the hybrid method successfully addresses the limitations inherent in using Arnold Scrambling and AES
independently. By leveraging the strengths of both techniques—Arnold’s chaotic scrambling of pixels and AES’s
cryptographic efficiency—this combined approach offers an enhanced level of security for digital images without
sacrificing computational efficiency. The improved diffusion and confusion properties make the proposed method
particularly suitable for applications requiring high security, such as secure image transmission, encrypted data storage,
and protection of personal privacy in digital communications.

For future research, there is a need to explore further enhancements to the encryption process, including
optimizing the algorithm’s performance for real-time applications and exploring the integration of multi-layered
encryption techniques. Addressing resilience against more advanced cryptographic attacks, such as quantum-based
threats, will be crucial in continuing to adapt to the evolving landscape of digital security challenges. The findings of this
research lay the groundwork for these future developments, which are essential for ensuring robust protection in the
face of increasingly complex cybersecurity threats.
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