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The Academic Information System plays a crucial role in efficiently managing 
student, faculty, and campus administration data. However, system security 
needs to be a primary concern as it is vulnerable to cyber attacks. This 
research aims to analyze the security of the Academic Information System at 
the Muhammadiyah Business Institute Bekasi. The research method used is a 
comprehensive security analysis based on the OWASP framework. The study 
includes identifying potential vulnerabilities, penetration testing, and system 
improvement recommendations. Testing is conducted through simulated 
attacks based on the OWASP-released security risk list (OWASP Top Ten 
Most Critical Web Application Security Risks). The analysis results indicate that 
the system is vulnerable to Broken Authentication due to weak passwords, 
Sensitive Data Exposure due to URLs pointing to direct directories, and 
Security Misconfiguration due to open protocols. Furthermore, in CVSS 
scoring, Broken Authentication scored 4.8 (Medium), Sensitive Data Exposure 
and Security Misconfiguration scored 5.3 (Medium), Cross-Site Scripting 
scored 2.0 (Low) and Using Component with Known Vulnerabilities scored 2.0 
(Low), while SQL Injection, XXE, Broken Access Control, Insecure 
Deserialization, and Insufficient Logging and Monitoring scored 0.0 (No 
Vulnerability). Recommendations for future system improvements include 
regularly updating the system to prevent new security vulnerabilities, better 
server configurations, and routine system monitoring to promptly anticipate 
suspicious activities. 

 
1. Introduction 

It cannot be denied that in today's age, every aspect of life has entered the era of digitalization, where various 
activities are conducted digitally [1]. The digital transformation in Indonesia is pushing all parties to make breakthroughs 
to avoid being left behind and experiencing decay [2]. Similarly, in the realm of higher education, the role of information 
technology in this era of digitalization is prompting universities to innovate in the face of intense competition to enhance 
the standards of higher education quality [3]. Anticipating the rapid dynamics of change and the increasingly complex 
challenges, universities need to strive for various means to enhance competitiveness and added value [4]. 

Institut Bisnis Muhammadiyah Bekasi (IBM Bekasi) has innovated by developing a system called AIS (Academic 
Information System). The system has been integrated with financial, personnel, e-learning modules, and feeder 
reporting modules, which are expected to serve as a role model for all universities, especially within the Muhammadiyah 
scope, due to the utilization of information systems that align with the vision and mission, as well as meeting the needs 
and reliability to provide significant benefits in achieving the goals of an organization [5], specifically within the 
Muhammadiyah higher education context. 

However, issues related to information security are often overlooked, supported by the continued prevalence of 
information technologies that fail to provide beneficial effects for organizations, known as the "IT Productivity Paradox" 
[6][7]. IBM Bekasi has never conducted a comprehensive audit of the developed system, especially regarding its security 
aspects. Thus, up to this point, IBM Bekasi has been unable to determine the security of the implemented AIS. 
Therefore, based on the existing issues, this research analyzes the security of AIS owned by IBM Bekasi using 
penetration testing method with the OWASP framework. 

After approximately two years of using AIS, there have been several complaints from users. These include grades 
not appearing on the student portal, grades inputted by lecturers not being saved, requiring operators to manually 
compile data for reporting, among others. Another common issue is the occurrence of login wait times, resulting in 
students being late for classes. These problems align with the statement by [8] that the more information stored and 
managed, the greater the risk of damage, loss, or unauthorized access to data by unwanted parties. 
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Based on the current situation, there are indicators indicating that the governance of the information system 
implemented at Institut Bisnis Muhammadiyah Bekasi is considered inadequate. Therefore, it is deemed necessary to 
have a mechanism such as an audit or analysis of Information Technology Governance (IT Governance) related to the 
current security system in order to improve it [9], thus obtaining a good information system in the future and in 
accordance with applicable standards [10]. 

In this study, the research will discuss the measurement of the security level of the IBM Bekasi AIS system using 
the OWASP framework [11], followed by Penetration Testing. The aim of the research is to obtain accurate and 
appropriate evaluations of the security system in the IBM Bekasi AIS [12]. Subsequently, conclusions will be drawn from 
the test results, identifying which parts of the system are vulnerable to attacks, serving as an evaluation reference for 
system improvement at IBM Bekasi in the future [10] to enhance system resilience.  

 
2. Research Method 

The process stages in this research refer to the OWASP (Open Web Application Security Project) framework, 
which focuses on application security [13]. OWASP produces various types of materials through collaboration and 
openness [14][15]. The use of OWASP as a framework can assist in identifying system vulnerabilities in detail. The 
following are the stages of OWASP framework as illustrated in Figure 1 [16]. 

 

 
Figure 1. Stages of Open Web Application Security Project 

 
The explanation of each stage in the OWASP framework as shown in Figure 1 consists of five main 

interconnected parts, namely: 
1) Reconnaissance, which is the initial stage of data and information gathering related to the AIS system to be 

penetrated [17][18]. 
2) Scanning, which involves scanning to obtain deeper information and identify vulnerabilities in the AIS system 

[19][20]. 
3) Exploitation, which involves attacking the AIS system using data and information obtained during scanning [21]. 
4) Maintaining Access, which involves maintaining access gained by inserting backdoors through vulnerabilities in 

the system [22]. 
5) Reporting, which involves writing a report describing the testing results along with recommendations and solutions 

[23]. 
 

Referring to the OWASP Top 10, which is the Top Ten Most Critical Web Application Security Risks, there are 
ten lists of the highest security vulnerabilities released by OWASP most recently in 2017 as shown in Figure 2 [24][25]. 
 

 
Figure 2. OWASP Top Ten Most Critical Web Application Security Risks 

 
After the testing using OWASP Top 10 as shown in Figure 2, in addition to reporting the findings and providing 

advice or solutions to the findings in the system, the research also calculate how critical the security gap is by using the 
Common Vulnerability Scoring System (CVSS) Calculator [26] released by the First Organization as a vulnerability 
assessment system to measure the severity level of vulnerabilities in the system [27]. The assessment matrix available 
in CVSS can be seen in Figure 3. 
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Figure 3. CVSS Score Metrics 

 
In Figure 3, the assessment matrix is divided into two parts: exploitability metrics, which include attack vector, 

attack complexity, privileges required, and user interaction, and impact metrics, which include confidentiality impact, 
integrity impact, and availability impact. These attack and impact metrics are then adjusted according to the results 
obtained during the attack, and CVSS will calculate scores for each vulnerability identified. The assessment system can 
be seen in Table 1. 

 

Table 1. Range Score CVSS. 

Scoring 
Score 
Range 

Explanation 

Low 0.1 – 3.9 
Indicates that the system is still considered secure and no vulnerabilities are 
found. 

Medium 4.0 – 6.9 
Indicates that the system provides a responsive, albeit informational, feedback 
when exploited. 

High 7.0 – 8.9 
Indicates that the system responds by providing personal or sensitive data, even 
granting access to hackers when exploited. 

Critical 9.0 – 10 
Indicates that the system is highly vulnerable to malware infiltration and data 
theft, and can even be hijacked by hackers. 

 
Based on Figure 1, Figure 2, Figure 3, and Table 1, this study designs a testing scenario for the academic 

information system as shown in Figure 4.  
 

 
Figure 4. Attack Scenario 
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The sequence of attack scenarios shown in Figure 4 is described as follows: 
1) In the reconnaissance phase, information gathering about the target is conducted using several tools, namely 

Netcraft to find the system's IP address, Whois to obtain domain information, Nmap to identify ports and services, 
and WhatWeb to identify the frameworks and plugins used. 

2) In the scanning phase, vulnerabilities are identified using ZAP. 
3) In the exploitation phase, after vulnerabilities are found, testing is conducted based on the OWASP Top 10 

vulnerability list. 
4) If a vulnerability is successfully exploited, the next step is maintaining access to further exploit and retain access 

to the system for a longer period. 
5) After all testing based on the OWASP Top 10 vulnerability list is completed, the vulnerabilities are assessed using 

the CVSS Calculator to determine the rating of each vulnerability. 
6) The final phase involves reporting all activities conducted, along with findings and recommendations for system 

improvements.  
 
3. Results and Discussion 

In this section, the discussion regarding the steps taken along with the research results on the subject is 
explained, followed by the compilation of findings into a report as well as recommendations and solutions based on the 
test results for future system improvements. 
 
3.1 Recconaissance 

This stage is often referred to as the Information Gathering stage, where researchers gather as much information 
as possible using non-technical methods such as search engines, email lists, and other public sources, as well as 
technical methods such as using tools available in Kali Linux. 

 
3.1.1 Whois 

Information gathering involves using the "whois" command via the Kali Linux terminal. This command is used to 
check information about the owner of a domain name or target IP address. Through the examination process carried 
out using the "whois" command, we can see detailed information such as hosting address, server address, email 
address, and other related information associated with the ibm.ac.id system. The results obtained from "whois" are 
shown in Table 2. 

 

Table 2. The Results of the Whois Scanning Tool 

Whois Domain Results 

Domain ID : PANDI-DO1241026 
Domain Name : ibm.ac.id 
Created On : 2019-02-18 02:14:52 
Last Updated On : 2024-02-18 04:49:51 
Expiration Date : 2025-02-18 23:59:59 
Name Server : dns1.masterweb.com 
  dns2.masterweb.com 
  dns3.masterweb.com 
  dns4.masterwebnet.com 
DNSSEC : Unsigned 

 

3.1.2 Nmap 
Network mapping is a tool used for network exploration and security auditing, where the results can be used as 

a basis for exploitation through available open ports. To use this tool in Kali Linux, the nmap command requires the 
target IP Address, in this case, the system has the IP Address 93.xxx.xxx.xx. Nmap will scan and provide information 
about the software versions and services connected to the IP address. The scanning results found on the server are 
further illustrated in Table 3. 

 

Table 3. The Results of the Nmap Scanning Tool 

Port State Service Version 

22/tcp open ssh 
OpenSSH 8.9p1 3ubuntu0.5 (Ubuntu Linux; 

protocol 2.0) 
53/tcp open domain PowerDNS Authoritative Server 4.5.3 
80/tcp open http LiteSpeed 
443/tcp open tcpwrapped  
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In addition to the results explained in Table 3, further scanning of the system was conducted using the command 
-v -A to obtain information about the OS and other details. The scan successfully displayed service information, 
indicating that the host used is srv427307, the server is LiteSpeed, the Signature Algorithm is present, the operating 
system is Linux, and the Terminal/CPE is cpe:/o:linux:linux_kernel. 
 
3.1.3 WhatWeb 

The WhatWeb scan is used to determine the type of framework used by analyzing the HTTP headers, cookies, 
source code, and specific files and folders on ibm.ac.id. The scan was performed on Kali Linux as shown in Figure 5. 
 

 
Figure 5. The Results of the Whatweb Tool 

 
The result obtained in Figure 5 is a summary of the website, with comprehensive information gathered using the 

-v -a command in whatweb. It indicates that the website uses Bootstrap [5.0.0] as the framework, Email [info@ibm.ac.id] 
as the email address used, HTML5 as the markup language utilized, HTTPServer [LiteSpeed] as the server, and Jquery 
[2.2.4] as the JavaScript library employed. 

 
The conclusion of the information gathering is presented in Table 4. 

 

Table 4. System Information Gathering Results 

No Process Result 

1 Netcraft IP Address: 93.xxx.xxx.xx 

2 Whois 
Hosting address, server, e-mail, and other related information 
regarding ibm.ac.id. 

3 Nmap Open port: Port 22/SSH, Port 53/Domain, Port 80/http 
4 Whatweb HTTP Header 

 
3.2 Scanning 

Vulnerability scanning is conducted to discover security vulnerabilities on system using the Zaproxy tool on Kali 
Linux based on the risk level of each vulnerability finding. The scanning results are shown in Table 5. 

 

Table 5. The Results of the Zaproxy Scanning 

No Alerts Total Risk 

1 Directory Browsing 8 Medium 
2 CSP Header Not Set 4 Medium 
3 Hidden File Found 1 Medium 
4 Cross-Domain Misconfiguration 1 Medium 
5 Missing Anti-clickjacking Header 3 Medium 
6 Anti-CSRF Tokens Check 3 Medium 
7 Vulnerable JS Library 3 Medium 
8 Cookie No HttpOnly Flag 2 Low 
9 Cookie without SameSite Attribute 2 Low 
10 X-Content-Type-Options Header Missing 16 Low 
11 Authentication Request Identified 1 Informational 
12 Informational Disclosure – Suspicious Comment 3 Informational 
13 Modern Web Application 3 Informational 
14 Retrieved from Cache 3 Informational 
15 Session Management Response Identified 19 Informational 

 

In the scanning results presented in Table 5, no high/critical-level vulnerabilities were found. This indicates that 
the system is relatively safe from attacks during the initial scanning and attack stages. However, in the next stage to 
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assess the system's security further, exploitation will be conducted using penetration testing methods by injecting SQL 
syntax (SQL Injection) and Cross-Site Scripting (XSS). This is because these types of attacks are commonly attempted 
by hackers and are vulnerable to exploitation. 

 
3.3 Exploitation 

In the exploitation phase, the targeted system will be infiltrated by simulating attacks to identify security 
vulnerabilities. In this phase, evaluation is conducted using the OWASP Top 10 Most Critical Web Application Security 
Risks list to discover weaknesses in the system's security. The goal is to test the system's security and identify 
vulnerabilities that can be exploited by researchers. 

 
3.3.1 SQL Injection 

To conduct a SQL Injection Attack, the tool used is SQLMap, which can be found in the Kali Linux operating 
system. The goal of this attack is to retrieve all the information stored in the database system. To execute the attack, 
the command used is -u http://xxxxxxx.ibm.ac.id/latest/meta-data --dbs. as seen in Figure 6. 
 

 
Figure 6. SQL Injection Using SQLMap 

 
From the test results in Figure 6, there is a statement "all tested parameters do not appear to be injectable," 

which can be concluded that no vulnerabilities were found for injection attacks on http://xxxxxx.ibm.ac.id due to being 
blocked by the web application firewall (WAF) owned by the target website. Then, the researcher tried to conduct further 
exploration using Havij as shown in Figure 7. 
 

 
Figure 7. Injection with Havij Tool 

 
The injection process conducted in Figure 7 resulted in Havij tool not being able to find the database server on 

the ID parameter obtained from the Zaproxy scanning results, with the analysis indicating that the Target is Not 
Vulnerable. Therefore, it can be concluded that the system is safe from SQL injection attacks. 

 
3.3.2 Broken Authentication 

In this test, to exploit the Broken Authentication vulnerability on the target system, the Hydra Tool available in 
Kali Linux is used. Hydra Tool is used to perform brute force tailored to the target specifications, in this case, the 
system's login page. The results of the brute force attack can be seen in Figure 8. 
 

 
Figure 8. Broken Authetication Attack with Hydra 
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From the results of the attack attempt in Figure 8, it can be concluded that the brute-force attack was successful, 
and a vulnerability was found in sikad.ibm.ac.id. It was found that several usernames and passwords were discovered, 
along with some HTTP post information from the scanning results using Burp Proxy. Some of these usernames and 
passwords can be used to attempt to log in to the system. 

 
3.3.3 Sensitive Data Exposure 

This stage tests the security vulnerabilities in the system that could lead to the leakage of sensitive information 
such as personal data and passwords. The testing is conducted using Dirb by entering the command dirb 
http://xxxxxx.ibm.ac.id as shown in Figure 9. 
 

 
Figure 9. Results of Sensitive Data Exposure Identification using the Dirb Tool 

 
The test results in Figure 9 show that files in the system directory can be directly accessed with status code 200 

for index.php, robot.txt, and server-status. The URL index.php is a commonly used login page. The URL robot.txt does 
not respond, while the URL server-status displays server information on port 80. The test results for the URL 
http://xxxxxx.ibm.ac.id/serverstatus are shown in Figure 10. 
 

 
 

Figure 10. Test Results of the URL Indicating Sensitive Data Exposure 
 

The test results in Figure 9 indicate that the URL leading to server-status can be accessed directly by the public 
without authentication. This URL is potentially vulnerable because it displays detailed information about the Apache 
server status. Essentially, Apache's server status feature is provided to give detailed information about the server 
performance and operational status for system administrators' monitoring and troubleshooting purposes, but it can 
become problematic if not configured correctly. 

As found in this research, the server status can be accessed by anyone who knows the URL, exposing detailed 
information such as total accesses and traffic, CPU usage, uptime, requests per second, worker status, and the 
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scoreboard. With these findings, it can be concluded that the system has a vulnerability in Sensitive Data Exposure 
because it does not restrict access to sensitive data. The URL should be reconfigured to ensure that only specific IP 
addresses are allowed to access that page. For system security, the file should be configured so that it cannot be 
accessed by the public or attackers. 

 
3.3.4 XML External Entities (XXE) 

XXE (XML External Entity) testing is conducted to verify whether the system responds to or rejects injected XXE 
documents, and whether there is validation and filtering on the target website or not, by reviewing the Zaproxy scanning 
results as shown in Figure 11. 

 

 
Figure 11. XML File Scanning Result 

 
In Figure 11, it can be seen that the request results indicate no XML tags were found. To execute an XXE attack, 

the presence of XML tags is required, and if not found, they can be inserted. However, attempts made several times to 
modify the XML tags yielded no response from system, thus it can be concluded that the XXE attack was not successful 
on the targeted system 

 
3.3.5 Broken Access Control 

Broken access control or missing function level access control is the illegal process of altering access rights 
without the system administrator's knowledge by exploiting vulnerable URLs obtained during ZAP scanning phase. 
However, in the ZAP scan results, there are no URLs in the system displaying the ID parameter, hence manual access 
attempts cannot be performed. Therefore, it can be concluded from the ZAP results that there is no access available to 
carry out attacks on broken access control. 

 
3.3.6 Security Missconfiguration 

Security misconfiguration is a vulnerability that occurs when a system is not properly configured, leaving security 
gaps that can be exploited by attackers. Table 5 of the ZAP scan results did not detect any Security Misconfiguration 
vulnerabilities. Therefore, this stage requires further testing using the Metasploit tool, leveraging the Heartbleed Library 
Bug feature. The results of this testing are shown in Figure 12. 
 

 
Figure 12. Results of Security Misconfiguration Testing using Metasploit Heartbleed Library Bug 

 
The result of exploiting the Heartbleed bug shown in Figure 12 states that “looks like there isn’t leaked 

information,” which means there is no leaked confidential information that could pose a threat through the SSL/HTTP 
port. It can be concluded that there are no configuration errors on the server 
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3.3.7 Cross-Site Scripting (XSS) 
XSS attacks only require the insertion of scripts or HTML on a web page. Typically, when testing for XSS attack 

possibilities, input validation authenticity needs to be verified, and testers should be aware of this when validating the 
output from the website. Additionally, when reviewing code, it's important to understand how input matches to output. 

 
a. Manual Input Script 

The syntax that can be tried on sikad.ibm.ac.id includes <script>alert(“hello”)<script>. The attempt is made on 
the web login page as shown in Figure 13. 
 

 
Figure 13. Testing XSS on the Login Page 

 
Figure 13 shows an attempt of XSS Attack on login form. It can be observed that the sent script received no 

response and did not display anything on the login page. Subsequently, the attempt continued on the search column 
within the system, and the results of the attempt are shown in Figure 14. 
 

 
Figure 14. Testing XSS on the Search Field 

 
Figure 14 is the result of the XSS syntax attempt conducted on the search column of the sikad.ibm.ac.id 

application. It can be seen that no output appears, indicating that from the XSS attempt on the system, there is no 
vulnerability to perform XXS, and it can be said that the sikad.ibm.ac.id website is safe from XSS attacks. 

 
b. Input Script with Burpsuite 

Another XSS attack attempt can be conducted by leveraging scripts and keys obtained from Burpsuite. This is 
done because the scripts and keys available in Burpsuite are more diverse, thus increasing the likelihood of discovering 
vulnerabilities on the targeted website. The test results can be seen in Figure 15. 
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Figure 15. Testing XSS with Burpsuite Library 
 

From Figure 15, it can be observed that although the script request was successfully sent to the system, there 
was no response displaying feedback on the XSS attack attempt. This indicates that despite using various syntaxes 
and keys available in Burpsuite, the XSS attack was still failed or unsuccessful. This means that the system is secure 
from any form of XSS attack. 

 
3.3.8 Insecure Deserialization 

In this stage, attempts to exploit insecure deserialization vulnerabilities were made using the Burp Suite tool 
extended with java deserialization.jar, as shown in Figure 16. 
 

 
Figure 16. Insecure Deserialization Test using Burpsuite Tool 

 
The test results in Figure 16 show that there are no vulnerabilities for conducting insecure deserialization attacks. 

This means the system is safe from the threat of deserialization attacks. 
 

3.3.9 Using Components with Known Vulnerabilities 
Using Components with Known Vulnerabilities is a vulnerability that occurs when a system uses libraries, 

frameworks, or other components that are outdated or have known vulnerabilities. In the ZAP scanning results in Table 
5, there is a Vulnerable JS Library vulnerability identified. The evidence of the vulnerable JavaScript library is shown in 
Figure 17. 
 

https://creativecommons.org/licenses/by-nc-sa/4.0/


Kinetik: Game Technology, Information System, Computer Network, Computing, Electronics, and Control 
 
 

Cite: Rusydi Umar, Imam Riadi, and M. I. A. Elfatiha, “Security Analysis of Web-based Academic Information System using OWASP Framework”, 
KINETIK, vol. 9, no. 4, Nov. 2024. https://doi.org/10.22219/kinetik.v9i4.2015 
 
 

 
 

  

  
    

363 

 
Figure 17. Vulnerable JS Library 

 
Based on the testing in Figure 17, it was found that the system uses outdated components, specifically jQuery 

version 2.2.0, whereas the latest version is jQuery 3.7.1. This outdated JavaScript library has vulnerabilities that can be 
exploited by attackers, such as Denial of Service (DoS) attacks, Cross-Site Scripting (XSS), and others.  
 
3.3.10 Insufficient Logging and Monitoring 

The maintaining access stage is where the research leverages the vulnerabilities found further. In this test, the 
Metasploit tool is used. The results of maintaining access on the identified vulnerability using Metasploit can be seen in 
Figure 18. 
 

 
Figure 18. Logging and Monitoring Attack 

 
The testing in Figure 18 shows a result indicating "Unable to connect: The connection was refused by the remote 

host (93.xxx.xxx.xx:3306)", indicating a rejection of the sent payload. The web server intercepted the payload sent to 
the system, resulting in immediate denial/blockage of access to the system. With this result, it can be concluded that 
the system has reasonably good security as the web server can detect suspicious activities on the system and promptly 
reject unauthorized access requests. 

 
3.4 Reporting 

The final stage is to create a report regarding the test results. The test results are outlined based on the OWASP 
Top 10 (Most Critical Web Application Security Risks). The report that can be presented can be seen in Table 6. 

 
Table 6. Testing Report based on OWASP Top 10 

Vulnerability Status Results Solutions 

A01: 
Injection 

Not Found 
All tested parameters do not 
appear to be injectable, Target 
Not Vulnerable. 

 

A02: 
Broken Authentication 

Found 
Hydra: “1 of 1 target successfully 
completed, 111 valid passwords 
found” 

Use strong passwords, and implement the "secure" option in 
cookie settings. 
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A03: 
Sensitive Data Exposure 

Found 

Directory: 
http://xxxxxx.ibm.ac.id/server-
status 

The URL needs to be reconfigured to ensure that only 
specific IP addresses are allowed to access that page. For 
system security, the files should be configured so that neither 
the public nor attackers can access those sensitive files. 

A04: 
XML External Entities 

Not Found 
No XML files were found, and 
attempts to inject XML files into 
the system were unsuccessful 

 

A05: 
Broken Access Control 

Not Found 
No suitable ID parameter found 
to conduct the attack. 

 

A06: 
Security Misconfiguration 

Not Found 
Looks like there isn’t leaked 
information 

 

A07: 
Cross-Site Scripting (XSS) 

Not Found 
There was no response 
displaying feedback for the XSS 
attack attempt. 

 

A08: 
Insecure Deserialization 

Not Found 
Not Vulnerable to Attacks. 
 

 

A09: 
Using Component with Known 
Vulnerabilities 

Found 

The system has an outdated 
JavaScript library, where the 
JavaScript used by the system is 
jQuery version 2.2.0. 

Update JS Library regularly and use stable and tested 
versions (avoid using Beta versions). For checking, you can 
use OWASP Dependency-Check or Retire.js. 

A10: 
Insufficient Logging and 
Monitoring 

Not Found 
Unable to connect: The 
connection was refused by the 
remote host (93.xxx.xxx.xx:3306) 

 

 
Then, based on the obtained results, to assess the level of risk and the impact of the arising attacks, calculations 

were made using a special calculator from NIST (National Institute of Standards and Technology) called CVSS 
(Common Vulnerability Scoring System) with a score range from 0.0 to 10.0. The results obtained from the CVSS 
calculation can be seen in Table 7. 
 

Table 7. CVSS Score 

Vulnerability by OWASP Top 10 CVSS Score Risk Rating 

A1:   SQL Injection 0.0 None 
A2:   Broken Authentication 4.8 Medium 

A3:   Sensitive Data Exposure 5.3 Medium 
A4:   XML External Entities (XXE) 0.0 None 

A5:   Broken Access Control 0.0 None 
A6:   Security Misconfiguration 5.3 Medium 
A7:   Cross-site Scripting (XSS) 2.0 Low 
A8:   Insecure Deserialization 0.0 None 

A9:   Using Component with Known 
Vulnerabilities 

2.0 Low 

A10: Insufficient Logging and Monitoring 0.0 None 

 
From Table 7, it can be observed that the academic information system owned by the Institute Business 

Muhammadiyah Bekasi has a relatively low level of risk, indicating that the system is still considered safe. 
 
4. Conclusion 

From the conducted research, the penetration testing process using the parameters of the OWASP Top 10 Most 
Critical Web Application Security Risks revealed several findings indicating that the system has security vulnerabilities 
but still falls within the safe category. From the testing conducted, the results showed that for injection, the system used 
query parameters and input validation as measures to prevent SQL Injection attacks. For broken authentication, the 
system employed session management despite instances of weak password usage. In terms of sensitive data exposure, 
data encryption and user access levels were implemented, ensuring that only authorized users could control certain 
data. The XXE testing indicated that the system successfully rejected XML file insertion attempts. Broken access control 
was mitigated by implementing strong access controls. However, security misconfigurations were still present, with 
some configurations remaining open (enabled). For XSS testing, the system applied a Web Application Firewall (WAF), 
preventing any response to input attempts. Insecure deserialization showed no vulnerabilities in the system. However, 
Using Components with Known Vulnerabilities revealed that the system did not use the latest jQuery version, making it 
susceptible to attacks. Lastly, insufficient logging and monitoring were noted as the attempted attacks did not succeed. 
For future system improvements, this study recommends several points to consider, including periodic system updates 
to prevent new security vulnerabilities, closing open ports, and regular system monitoring to promptly address any 
suspicious activities. 
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The OWASP framework is highly effective in analyzing the security of web-based academic information systems. 
This framework provides a structured methodology for identifying, classifying, and prioritizing potential security risks. 
OWASP regularly releases a list of web application security risks, known as the OWASP Top 10, to keep pace with 
technological advancements. Additionally, the OWASP framework offers comprehensive security testing tools and 
guidelines for web applications, along with mitigation strategies for identified security risks. By implementing OWASP 
as a framework for conducting web application security audits, developers can enhance system resilience against cyber 
attacks and ensure better data protection. 
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