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Abstract

The achievement of visual aspects and image security often cannot meet
visibility standards, for example the acquisition of PSNR and UACI NPCR
values. To increase security, this research has implemented a combination of
the Vigenere cipher and Beaufort and the use of Fibonacci as a randomizer.
The combination of the Vigenere Cipher and Beaufort Cipher substitution
algorithms with the Fibonacci technique can be applied to encrypt color images
in RGB and CMY, with a size of 256x256 pixels and in .bmp format. The
Fibonacci cut-off value used in this study is 10000. The highest entropy value
of the cipher image peppers.bmp is 7,991. The lowest PSNR cipher image
value is accordion.omp where for RGB it is 5,439 dB and for CMY it is 5,403
dB. accordion.bmp's highest UACI value is 44.018% for RGB and 44.312% for
CMY. The NPCR value in the airplane.bmp image has the highest value in
RGB of 99.792% and for CMY the highest value is in splash.bmp with a value
of 99.798%. Evaluation of the decryption results shows that the decryption
process can run perfectly as indicated by the values of MSE=0, PSNR=inf,
UACI and NPCR=0%. Therefore, encrypt and decrypt was proven that the

christy.atika.sari@dsn.dinus.ac.id results obtained in the visual aspect are very good.

1. Introduction

In this technological era, where connectedness via the Internet continues to increase, the importance of data
security is also increasing. Data security is the practice of protecting digital information from access by unauthorized
persons, data damage or data theft during its existence on the Internet. This includes digital and physical security, which
means hardware such as storage devices that are used to store data [1]-[3], as well as software that takes care of
security in the form of program logic or algorithms. Cryptography [4] has been developed to encrypt and decrypt user
data, to maintain the security of their activities on the Internet and prevent various criminal acts. In this paper, the
encryption and decryption methods that will be discussed are cryptographic methods that use sequences of Fibonacci
numbers. Cryptography is essentially encoded writing, which has been used to exchange confidential information since
1900 BC, documented in the use of non-standard hieroglyphs in inscriptions [5]-[7]. Since then, many other uses of
cryptography have appeared, scattered in various times and places. Because its function is to hide secret messages,
of course, it takes many ways to convert these messages into code. Therefore, there are many methods of converting
a message into a code (encryption) and converting the code back into a message that can be read by the recipient
(decryption).

Vigenere Cipher [8] is included in the type of substitution cipher and is included in the symmetric key algorithm,
which uses the same key for the encryption and decryption process. The Vigenere Cipher encryption process converts
plaintext into ciphertext based on the key used. The key used in this algorithm must be the same length as the plaintext.
There are two ways of encrypting and decrypting the Vigenere Cipher, the first is using the tabula recta table, the second
is using the modulo 26 function. Beaufort Cipher is a derivative of the Vigenere Cipher algorithm. Beaufort Cipher and
Vigenere Cipher are both included in substitution cryptography with symmetric keys. The Beaufort Cipher has a slight
difference from the Vigenere Cipher which lies in the formula that will be used in the encryption and decryption process.
In the Beaufort Cipher [9], to perform encryption and decryption by subtracting the key used with the plaintext or
ciphertext.The Fibonacci [10] sequence is a series that starts from the first 2 numbers, then the next number is obtained
by adding the two previous numbers. This Fibonacci sequence starts with the numbers 0 and 1. Examples of the
Fibonacci sequence are 0, 1, 1, 2, 3, 5, 8, 13, 21, 34, 55, 89, 144, and so on. In this research, an analysis has been
carried out on the results of encryption and decryption using Fibonacci on the vigenere-beaufort and beaufort-vigenere
schemes.
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2. Research Method
2.1 State of The Art

Super encryption uses a Column Transposition algorithm based on the Vigenere Cipher on images [11]. In this
study, the digital image is encrypted using Column Transposition first, then the encrypted image is encrypted again
using the Vigenere Cipher. This combination of Column Transposition and Vigenere Cipher can work well in various
image sizes. The time to encrypt images is relatively longer than the time to decrypt images. The PSNR value of the
original image and the decrypted image is inf, which means that the original image and the decrypted image have not
changed at all, and the measurement results of the SSIM method show the number 1 which proves that the image
decryption process is running perfectly. Modification of the Vigenere Cipher algorithm for digital image encryption [12].
The encryption process and the digital image decryption process by randomizing the image pixel values using the
Vigenere Cipher where the key is modified with a Linear Congruent Generator random number generator. The tests
carried out resulted in an increase in entropy values for all encrypted images. So that the modification of the Vigenere
Cipher algorithm and the Linear Congruent Generator are strong enough to encrypt images. The key used is a series
of numbers so that the Kasiski method cannot find the length of the key used Digital image encryption uses a
combination of Beaufort Cipher and Vigenere Cipher [13]. The encryption and decryption process in this study uses 2
random keys. The results of this study were measured using PSNR and MSE by comparing PSNR and MSE cipher
image values using a combination of Beaufort Cipher and Vigenere Cipher, with the Beaufort Cipher algorithm only or
the Vigenere Cipher only. PSNR and MSE cipher image values with a combination of these two algorithms are superior
to using only one algorithm. Evaluation of the PSNR value of the decrypted image and the original image is inf, ie the
decrypted image and the original image are exactly the same. Meanwhile, the MSE value of the decrypted image and
the original image is 0, which means that there is no change in the pixel value between the original image and the
decrypted image. Making applications with One Time Pad Cipher and Affine Cipher and Fibonacci algorithms as in [14].
Fibonacci in this study is used to form keys based on plaintext that will be used in One Time Pad Cipher. This study
concludes that Fibonacci can be used to create keys so that there are no repeated characters in the key. Several study
has illustrated in Table 1, where VC = Vigenere Cipher, CC = Chaos Cipher, BC = Beaufort Cipher, OTP = One Time
Pad, AC = Affine Cipher, CT = Columnar Transposition, LCG = Linear Congruential Generator.

Table 1. State of The Art

Methods Optimation
Author Year V B OT A C LC Fibon Results
c c P CT G acci
Sinaga, 2018 Vv v The fastest time for encryption is 0.100510 seconds, and
et. al. the longest time is 10.148356 seconds. The highest PSNR
[11] value from the decrypted image is inf, and the SSIM
measurement result is 1.
Marsal, 2018 Vv v The difference in cipherimage entropy values with the
et. al. initial image produces the largest difference is 6.540333
[12] and the smallest difference is 0.431984.
Setiadi, 2018 v Vv The PSNR value of the highest cipherimage is 9.6277 dB
et. al. with an MSE value of 7084.4516. The PSNR value of the
[13] decrypted image is inf and the MSE value is 0.
Firdaus, 2017 v v v The Fibonacci sequence can be used to form keys in the
et. al. One Time Pad Cipher based on the plaintext so that the
[14] resulting key does not contain repeated characters.

2.2. Vigenere Cipher

Vigenere Cipher is included in the type of substitution cipher and is included in the symmetric key algorithm,
which uses the same key for the encryption and decryption process. The Vigenere Cipher encryption process converts
plaintext into ciphertext based on the key used. The key used in this algorithm must be the same length as the plaintext.
There are two ways to encrypt and decrypt the Vigenere Cipher, the first is using the tabula recta table, the second is
using the modulo 26 functions [15]-[17]. Here's an example of the tabula recta for the Vigenere Cipher as shown in
Figure 1. Encryption uses tabula recta by drawing a line from the plaintext downwards (vertically), and dragging a line
from the key to the right (horizontally). Of the two lines there is an intersection, the letter at the intersection is the
ciphertext. Meanwhile, to decrypt is the opposite, namely by drawing a line from the key horizontally to the right up to
the ciphertext, then draw a line up towards the plaintext using tabula recta as shown in Table 2.
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Figure 1. Tabula Recta Vigenere
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Figure 2. Example of Vigenere Cipher Encryption with Tabula Recta

Y

Plaintext: MICHELLE, and Key: UDINUS. The way the Vigenere Cipher works is by repeating the key up to the
length of the plaintext, so that it becomes: Plaintext is MICHELLE, Key is UDINUSUD, and Ciphertext is GLKUYDFH.

Threrefore, for plaintext the letter "M" and the key letter "U" produce the ciphertext letter "G" as shown in Figure 2. Do

it like this until the plaintext is all encrypted. The mathematical formula for the Vigenere Cipher is in Equation 1, Where

Ciphertext, P = Plaintext, K= Key.

C=

@)
)

An example of Vigenere Cipher encryption using Equation 1 and Equation 2, as shown below and Figure 3, using

Plaintext :

C=(P+K)mod 26

(C—=K)mod 26

pP=

MICHELLE and Key: UDINUS. The key is repeated throughout the plaintext to become: Plaintext is
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Figure 3. Example Calculation Using Vigenere Cipher
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Figure 4. Example Calculation Using Beaufort Cipher

2.3 Beaufort Cipher

Beaufort Cipher is an algorithm derived from the Vigenere Cipher. Beaufort Cipher and Vigenere Cipher are both
included in substitution cryptography with symmetric keys [9]. The Beaufort Cipher has a slight difference from the
Vigenere Cipher which lies in the formula that will be used in the encryption and decryption process. In the Beaufort
Cipher, to perform encryption and decryption by subtracting the key used with the plaintext or ciphertext as shown in
Figure 5. Beaufort Cipher encryption and decryption using Equation 3 and Equation 4, where C= Ciphertext, P =
Plaintext, K= Key. An example of encryption using the Beaufort Cipher using Plaintext : MICHELLE and Key: UDINUS.
The key must be repeated all the way through the plaintext. Plaintext : MICHELLE and Key: UDINUSUD.

C = (K—P) mod 26 3)

P = (K- C) mod 26 (4)

© 2023 The Authors. Published by Universitas Muhammadiyah Malang
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2.4 Proposed Method
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Figure 5. Encrypt and Decrypt Process

Image files are encrypted using the Vigenere Cipher and Beaufort Cipher algorithms as shown in Figure 5,
which can be explained as follows:

Enter the original image, key image 1 and key image 2.

Convert the image to rgb, cmy, hsv or yig format.

Read the length of the original image and the key image from the row*column*color depth.

Change the shape of the key image to a 1-dimensional array.

Randomize key image pixels using Fibonacci technique.

Perform the original image encryption process using key 1 with the Vigenere Cipher algorithm. Following Figure 6 is

the pixel values from the original image which will be encrypted using the Vigenere Cipher. Encryption is done for

each color component at each pixel up to the length of the image (row*column*color depth). If the image used is an

RGB image with a size of 256 x 256 pixels, then the encryption process is repeated 256*256*3 = 196608 times. If

the R value in the first pixel is 116 and the key in the first index is 139, then the Vigenere Cipher encryption result is

((116 + 139) mod 256) = 255. Therefore, 255 values are the result of the encryption of the R value in the first pixel.

Figure 6 and Figure 7 shown the pixel value of the Vigenere Cipher image cipher.

7. Encrypt the cipher image again with the result of the Vigenere Cipher encryption with the 2nd key using the Beaufort
Cipher algorithm. If the key at index 2 is 177 and the color value G in the first pixel is 239, then the cipher value is
((177 — 239) mod 256) = 194. Then the value of the cipher image G in the first pixel is 194.

8. Convert the cipher image to rgb format and save the cipher image to .bmp format as shown in Figure 8.

oukrwnE

Figure 6. Original Image Pixel Value
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Figure 8. Pixel Cipher Image Beaufort Cipher values

The process of returning encrypted text files to their original form can be explained as follows:

Enter the cipher image and key images 1 and 2.

Change the cipher image, and key image into rgb, or cmycolor format.

Read the length of the image based on row*column*color depth.

Change the shape of the key image to a 1-dimensional array.

Randomize the key image pixels using Fibonacci.

Decrypt the encrypted image with the 2nd key using the Beaufort Cipher algorithm.

Decrypt again the image decrypted by the Beaufort Cipher with the first key using the Vigenere Cipher algorithm.
Change the decipher image to rgb format and save the decrypted image file in .bmp format.

ONoUOAWNE

w

. Results and Discussion

Key images 1 and 2 will be transformed into 1-dimensional arrays. The results of these changes are shown in
Figure 9 and Figure 10. Based Figure 9, the results of changing the key image to a 1-dimensional array, pixel values
are randomized using Fibonacci. First, it takes as many Fibonacci numbers as the length of the image. If the image size
is 256x256 pixels and in the RGB color space, then the required Fibonacci numbers are 256*256*3 = 196608 numbers.
Then randomization is carried out based on the resulting numbers. Each Fibonacci number is performed modulo the
image length, this aims to avoid Fibonacci numbers being larger than the image length. Each pixel value index that has
appeared will be removed, and the length of the image will be reduced, this is done to avoid repeating pixel values. For
example, it will take 6 pixel values from key image 1 which is already in the form of a 1-dimensional array as follow :
187 166 153 148 142 143. It takes 6 Fibonacci numbers, namely: 1 1 2 3 5 8. Randomize pixel values according to
Fibonacci numbers as shown in Table 2.

leey1_array

[ 1196608 wintd

T _— 3 4 s 5 7 8 5 10
1 | 87 166 153 148 142 1 j 143 43 142 141
2

3
4

5
6

Figure 9. Array 1 key image dimensions 1
key2_array
1 1x196608 wintd

157 158 152 155 159 162 159 159 160 158

Figure 10. Array 1 key image dimensions 2
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Table 2. Fibonacci Randomized

Loop Pixel Value Image length Fibonacci (mod) Random pixels
1st 6 1 187
2nd 5 1 166
3th 4 2 148
2 187 166 153 148 142 143 3 o 143
5th 2 1 153
6t 1 0 142
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Figure 11. Entropy Cipher Image

The results of pixel values that have been randomized using Fibonacci is 187 166 148 143 153 142. After
randomizing the pixels from key images 1 and 2, the encryption process is then carried out. The encryption process is
done by calculating each image pixel value. Vigenere Cipher encryption of the original message image with a random
key of 1 will produce a pixel value. From the resulting Vigenere cipher, the encryption process is carried out again with
key 2 images whose pixel values have been randomized using the Beaufort Cipher algorithm. The entropy value of the
Vigenere-Beaufort cipher image can be seen in Table 3. Based on Table 3, evaluating the entropy above, the resulting
good cipher image has the highest entropy value of 7,991 in the peppers.bmp image. And all cipher images experience
an increase in the entropy value of the original image. The results of the MSE and PSNR evaluation of the RGB and
CMY cipher images are shown in Table 3. The results of the UACI and NPCR evaluations can be seen in Table 3

Table 3. MSE and PSNR Cipher Image Vigenere-Beaufort

Image Name RGB CMY RGB CMY
MSE PSNR MSE PSNR  UACI (%) NPCR (%) UACI (%) NPCR (%)
Accordion.omp  18585.235  5.439 18741.430 5.403 44.018 99.597 44.312 99.595
Cat.bmp 12690.781  7.096  12792.087  7.061 36.622 99.632 36.867 99.669
Dragonfly.bmp 6523.538 9.986 6469.507  10.022 25.776 99.536 25.640 99.529
Ferry.omp 13161.925 6.938 13170.652 6.935 37.512 99.662 37.512 99.664
Flamingo.bmp  10054.464  8.107 10036.573 8.115 32.866 99.666 32.817 99.675
Helicopter.omp  14034.076  6.659  14032.384  6.659 39.387 99.706 39.333 99.704
Female.bmp 9183.106 8.501 9196.645  8.495 30.400 99.573 30.418 99.588
Tree.bmp 12942.660 7.011  12907.368  7.022 37.990 99.717 37.883 99.711
Mandrill.bmp 10334.755 7.988 10328.985  7.990 32.978 99.661 32.957 99.645
Peppers.bmp 12236.170  7.254  12225.196  7.258 36.196 99.685 36.205 99.687
Lena.bmp 10457.520  7.937 10420.233  7.952 33.056 99.634 32.957 99.636
Lotus.bmp 17249.761  5.763 17392.633 5.727 42.631 99.633 42.900 99.627
Airplane.bmp 13988.831  6.673 13877.728  6.708 40.079 99.792 39.832 99.789
Splash.bmp 11877.709  7.383 11953.652 7.356 36.980 99.783 37.137 99.798
Strawberry.bmp  15523.755  6.221  15607.164 6.198 39.499 99.573 39.637 99.533
Tabel 4. Evaluation of Decipher image RGB and CMY
Image Name RGB RGB
MSE PSNR UACI NPCR MSE PSNR UACI NPCR
Accordion.omp 0 inf 0% 0% 0 inf 0% 0%
Cat.bomp 0 inf 0% 0% 0 inf 0% 0%
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Dragonfly.bmp 0 inf 0% 0% 0 inf 0% 0%
Ferry.bmp 0 inf 0% 0% 0 inf 0% 0%
Flamingo.bmp 0 inf 0% 0% 0 inf 0% 0%
Helicopter.bmp 0 inf 0% 0% 0 inf 0% 0%
Female.bmp 0 inf 0% 0% 0 inf 0% 0%
Tree.bmp 0 inf 0% 0% 0 inf 0% 0%
Mandrill.bmp 0 inf 0% 0% 0 inf 0% 0%
Peppers.bmp 0 inf 0% 0% 0 inf 0% 0%
Lena.bmp 0 inf 0% 0% 0 inf 0% 0%
Lotus.bmp 0 inf 0% 0% 0 inf 0% 0%
Airplane.bmp 0 inf 0% 0% 0 inf 0% 0%
Splash.bmp 0 inf 0% 0% 0 inf 0% 0%
Strawberry.bmp 0 inf 0% 0% 0 inf 0% 0%

An evaluation due to check all cipher image as shown in Table 4. All cipher images in Table 4 have PSNR values
<11 dB. The lowest PSNR value is in the image accordion.bmp cipher with a PSNR in RGB encryption of 5,439 dB and
a PSNR in CMY encryption of 5,403 dB. Table 4 shows that the highest UACI value was generated by the cipher image
accordion.bmp for RGB encryption of 44,018% and for CMY encryption of 44,312%. The highest RGB cipher image
NPCR value is 99.792%, namely the cipher image from the airplane.bmp image. As for the CMY encryption results, the
highest NPCR value is in splash.bmp with a value of 99,798%. The results of the decipher image evaluation for RGB
and CMY images using MSE, PSNR, UACI, NPCR are shown in Table 4. Based on Table 4, it is concluded that all
decipher images in the RGB and CMY color spaces have a value of MSE=0, PSNR=inf, UACI=0% and NPCR=0%, this
means that the decryption result is exactly the same as the original image. So that the decryption process can be said
to be perfect because the resulting decipher image has no difference at all with the original image. Evaluation using
visual image and histogram has been shown in Table 5.

Table 5. Vigenere-Beaufort in RGB and CMY
Original Original RGB CMY
Image Histogram Encrypt Histogram Encrypt _Histogram

Name

Accordion.omp

Cat.bmp

Dragonfly.bmp

Ferry.omp

Flamingo.bmp

Helicopter.bmp

Female.bmp

Tree.bmp
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Mandrill.bmp

Peppers.bmp

Lena.bmp

Lotus.bmp

Airplane.bmp

Splash.bmp

Strawberry.bmp

4. Conclusion

The combination of the Vigenere Cipher and Beaufort Cipher substitution algorithms with the Fibonacci technique
can be applied to encrypt color images in RGB and CMY, with a size of 256x256 pixels and in .bmp format. The highest
entropy value of the cipher image peppers.bmp is 7,991. The lowest PSNR cipher image value is accordion.bmp where
for RGBIitis 5,439 dB and for CMY it is 5,403 dB. accordion.bmp's highest UACI value is 44.018% for RGB and 44.312%
for CMY. The NPCR value in the airplane.bmp image has the highest value in RGB of 99.792% and for CMY the highest
value is in splash.bmp with a value of 99.798%. Evaluation of the decryption results shows that the decryption process
can run perfectly as indicated by the values of MSE=0, PSNR=inf, UACI and NPCR=0%. Suggestions for further
research are that it can be combined with other algorithms, with other file formats, and can be developed in the form of
a GUI.
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