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Abstract

Nowadays, four-wheeled vehicles are equipped with an event data recorder
(EDR) device to record sensors data. With advances in-memory technology,
EDR provides evidence for forensic analysis after an accident happens, that
uses information technology to facilitate forensic analysis to provide complete
and valuable results using digital investigations. Several types of research
have been conducted to reconstruct accidents from forensic data and Fuzzy
Logic is an alternative method for classifying crash data taken from the
accelerometer due to less complexity of implementation. Vehicle braking data
is one of the most important evidence for digital investigation, since braking is
a complex process determined by many factors, such as the condition of the
vehicle, road construction, and the driver’s physiological condition. However,
the existing digital investigation still process vehicle speed, deceleration, and
varia- tion time of deceleration (known as a jerk) in separated manner to

hitps://doi.org/10.22219/kinetik v6i3. 1284 determine braking distance, driver response time, and braking category. The

problem identified in this paper is how to use deceleration, velocity, and jerk to
categorize the braking evidence forensic analysis. In this paper, forensic
analysis is limited to produce forensic evident of braking events based on the
collected data. The contribution of this paper is to propose a braking detection
model by combining acceleration, speed, and jerk data into a Fuzzy Inference
System. As a result, a forensic analysis of braking data can better understand
the braking maneuvers, which can be further developed to identify the cause
of the accident and provide recommendations on which actions to include in
future analyses.
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1. Introduction

Dobromirov in his research [1] defines digital forensics as the science that identifies, extracts, analyzes, and
presents dig- ital evidence that has been stored in digital electronic storage devices for use in the court of law. Regarding
this definition, there are several stages in digital forensics, including incident detection, physical investigation, and digital
investigation. Several four-wheeled vehicles today are equipped with an event data recorder (EDR) device. It initially
was used to record sensor data to see whether the airbag is in the active status that caused accidents among four-
wheeled vehicles [2]. At this moment, some of the sensor status, however, can also be recorded by the EDR, such as
Flight Data Recorder. Thus, EDR can be used as evidence for forensic analysis in the event of an accident on the
vehicle. Hoppe in his research [3] discussed vehicle accident forensic using information technology in it to obtain the
evidence of vehicle forensic parameters and to save them on a memory card. With the advances in technology of
memory for digital investigation, the uniformity of data storage media (memory) and data formats can be carried out to
facilitate a forensic analysis to provide more complete and useful results [4].

Recently [5] developed an embedded sensor system to measure comfort in public transportation system. This
researcher used a triaxial accelerometer and GPS receiver, and SDCard storage. This researcher also developed an
embedded sensor device using a tri-axial accelerometer, GPS receiver, and SDCard to record all sensor data. Other
researchers such as Nguyen [6], Sim [7], and Jhou [8] in their research discussing the On-Board Diagnostic Il (OBD-II)
system, which is designed to monitor the status of the vehicle contin- uously. Research conducted by [9] uses OBD
data (onboard device) and an accelerometer that is installed separately from the OBD system to perform EDR data
recording. OBD-Il is a set of standards for implementing a computer-based system to monitor the performance of several
major engine components and several other vehicle parameters, where OBD Il has become the SAE standard.

Numerous studies have been conducted to reconstruct accidents and to do the analysis to prevent accident.
Based-on research [10][11], it is stated that Fuzzy Logic becomes an alternative method for classifying crash data taken
from the accelerometer and OBD Il in consideration to that this method uses a fairly light computational model compared
to the learning model. Forensic analysis for vehicle crash reconstruction using a numerical modeling approach can
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predict vehicle behavior and reduce the need for real-scale crash tests. Of the modeling approaches, a centered
parameter model (LPM) and a finite element model (FEM) have been used in the reconstruction of such vehicle
accidents [12]. While in research [13][14][15][16] it was proposed an erratic driving detection system generally using
Fuzzy Logic and Artificial Intelligence. In general, the system retrieves data from the 3-axis accelerometer, camera, and
on-board diagnostic reader (OBD-II), which provides a reading of the vehicle speed. The system output refers to a level
of driving risk in the range of normal to dangerous. Regarding OBD Il recorded data, [5] proposes three levels of comfort:
detection of the peak acceleration threshold; threshold detection-jerk based on the derivative of the acceleration (jerk);
and comfort rating of acceleration according to ISO2631-1 standard.

One of vehicle data mostly analyzed for forensic purposes is braking data, which are influenced by the condition
of the driver's behaviour. Vehicle braking is a complex process determined by many factors, such as vehicle condition,
road construction, and mental and physiological condition of driver, which must be assessed to describe the detailed
braking condition, especially for the forensic analysis purpose [17]. Dapzol [18] for instance, pioneered the use of the
Hidden Markov Model as an adaptive system to determine or predict driver behaviour using vehicle braking data. The
braking distance is mostly determined by vehicle speed before braking, response time of driver, deceleration time,
variation time of deceleration (generally called as jerk) [19].

Groot [20] defines several hazardous situation classifications depending on the type of maneuver being
performed by the driver, the severity of the situation. Meanwhile, Cheng [21] uses a braking classification based on
near-crashes, crash relevant events, and proximity events, where near-crashes have the highest severity near- crashes.
In this paper, the classification of braking used is based on Wu [26], which is comfortable, discomfort and dangerous.
Wu uses the terminology car following model where the distance between two cars must always be greater than zero,
so that braking can be done to avoid collisions. This research is then used as a reference for the classification of braking,
including [22][23][24][25].

Wau in his research [26] used a safe and comfortable braking model that we must do with an assumption that the
car stops before the crash occurs. The testing results showed the minimum acceleration enabling the passengers to be
uncomfortable at 0.25 g, and if the longitudinal acceleration is greater than 0.5 g, the passenger will find it difficult to
stand up. Passengers commonly should not be worried as longitudinal acceleration is commonly lower than 0.1 g and
it can only reach a maximum value of 0.3 g. Although it is uncertain which limit of stable acceleration is acceptable, the
upper limit for normal operation seems to be approximately 2.0 m/s? .

Based on the related studies as presented in the paragraphs above, the problem focused in this research paper
is how to use deceleration, speed and jerk to categorize the braking type in a vehicle based upon the forensic analysis.
In the early phase, the collection of data for acceleration and speed has been carried out using the on-board device on
a vehicle, and an algorithm has been developed to perform forensic analysis based on the collected data. In this paper,
forensic analysis was limited to produce a braking categorization based upon the data gathered. The contribution of this
paper is to propose a braking detection model by combining the data of acceleration, speed and jerk in an algorithm
based on Fuzzy Inference System. The evaluation of this model is presented using data taken from the MPV vehicle.
The results of a forensic analysis of braking data can offer a better general understanding of the braking maneuvers
themselves, which can be further developed to identify one of the accident factors and to provide some
recommendations on which actions to include in future analysis.

2. Research Method
2.1 Overview of Digital Forensic Analysis

A simplified block diagram of vehicle forensic analysis system based on braking data is depicted in Figure 1. The
raw signal is obtained from the SD card memory attached to the vehicle data recorder. Accelerometer data is taken
from ADXL345, while speed data is recorded from OBD Il port. Both data are then recorded onto the MicroSD card in
the prototype vehicle data recorder.
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Figure 1. Block Diagram of System
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The signal processing block functions to perform the initial base-line or DC component removal of the
accelerometer signal. Furthermore, the Kalman Filer block functions to perform noise removal from ac- celerometer and
velocity signal. The results of the filtered velocity signal are then used as input for the Fuzzy inference system. This
paper uses a jerk signal derived from the accelerometer. Jerk or jerk is a derivative of acceleration and has been used
by many researchers to measure driving behavior [27][28]. Jerk is directly proportional to the time of force change and
inversely proportional to mass. Therefore, the discomfort of driv- ing can increases whenever there is a high longitudinal
deceleration (high negative acceleration) triggered by sudden, or emergency braking [29].

The computation of the rate of acceleration change, known as a jerk, is carried out simultaneously using the
differentiation method. Then, the method proposed in this paper is to use acceleration, velocity, and jerk as inputs for
the Fuzzy inference system to perform forensic analysis of braking conditions. As the results, the status of a vehicle
can be obtained in terms of driver behavior in terms of braking, whether it is comfort, discomfort, or dangerous based
on [22]. The following paragraph describes the parts of the block diagram as shown in Figure 1.

2.2 Data Acquisition

An event data recorder prototype has been built to collect data, called a VDR (vehicle data recorder). VDR
retrieves data from the ECU (engine control unit) via the OBD Il port with CAN protocol. Basically, many IDs of vehicle
sensors can be accessed for data acquisition. However, we only use Velocity ID for braking forensic analysis. Since
ECU and OBD Il systems themselves do not provide IMU internally, the accelerometer in the VDR functions to retrieve
acceleration data, in this case, the x, y and z axes of the accelerometer. All accelerometer data is stored in the MicroSD
as evident data for forensic analysis. The PCB design for the VDR circuit can be seen in Figure 2. The placement of
the VDR board device on a vehicle or car can be seen on the 2 on the right. Data collection is based on experiments
using MPV vehicles.

The VDR continuously monitors the acceleration changes and records the signal to the MicroSD mem- ory for a
certain period before and after the braking process. The VDR consists of several components, such as IMU ADXL345,
in which the accelerometer and data acquisition unit are the main parts with a resolution of 0.01g. The accelerometer
is set to use a measurement range of 2g. The accelerometer can measure dynamic acceleration during brake maneuver,
with an internal sampling frequency of 50 Hz.
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Figure 2. Left: PCB Design Layout of VDR. Right: Installation of VDR in Vehicle Dashboard

2.3 Signal Processing

The data are taken from the accelerometer and the OBD |l port still contains much noise. Thus, it will significantly
affect the results of the forensic analysis. The noise is in the form of high frequency and also baseline noise. For this
reason, filtering is carried out to remove unnecessary noise in the data. Based on Figure 1, the first thing to do is how
to remove the DC component so that the accelerometer signal moves around the 0 of Y-axis. This process is known as
baseline removal. This paper uses a simple FIR in Equation 1 [30] which removes the mean of all signal samples.

=

-1

acc [m] = acc[m] — accln] Q)

=2

0

S
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Where dcc [m] is the accelerometer value after baseline removal, acc[m] is the current accelerometer value, and
N is the length of data. and the last term is the mean of the accelerometer data block. The results of the baseline
removal can be seen in Figure 3.
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Figure 3. Original Signal and After Baseline Removal of accelerometer Signal

After eliminating the baseline signal or DC component, the following process is to use the Kalman filter for
smoothing the accelerometer signal, velocity, and jerk. Theoretically in Equation 2 [27], a jerk signal is obtained by
differentiating the value of the accelerometer.

i) =2 @)

Regarding Algorithm 1, the Kalman Filter algorithm is used to remove noise from the accelerometer signal, speed,
and jerk. In short, the Kalman Filter algorithm that is used to remove noise on the x-axis accelerometer signal is

described in line 5-10 of Algorithm 1. The implementation of Kalman filter algorithm also applies to all accelerometer
axis, jerk signals, and velocity signals by changing raw signals variable assignment in line 2 of Algorithm 1.

Algorithm 1: Kalman Filter Implementation
Input: acc_raw
Output: acc_filtered
Set Q,R,A;
TO =acc_raw
P0=1;
T _Kalman=T0; P_Kalman=P0;
for k=2: N do
T Predict(k) = A*T_Kalman(k-1);
P_Predict(k) =P_Kalman(k-1)+Q;
K(k) =P_Predict(k) / (P_Predict(k) + R);
T Kalman(k)=T_Predict(k) + K(k) *(acc_raw(k)-T_Predict(k));
P Kalman(k)=P_Predict(k) — (K(k) *P_Predict(k));
acc filtered= T Kalman”;

—= O 0NN AW -

-

Figure 4 is an example of an accelerometer signal, velocity, and jerk that still contains noise (red signals), while
Kalman Filter filters the blue signals. After the noise removal is done, the accelerometer signals, velocity, and jerk
signals are fetched into the Fuzzy inference system.
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Figure 4. Raw Signals of Acceleration and Velocity. Jerk Signal Obtained by Differentiating Acceleration Signals. Left:
The Braking Condition when the Road is in a Jam. Right: Emergency Braking Condition
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2.4 Fuzzy Inference System Design

The driver’s behavior affects the deceleration, braking distance, and braking time completed by various vehicles.
The driver takes more distance to slow down the vehicle in ideal conditions if the velocity is high. The speed at which
the driver reaches maximum deceleration (called critical speed) also depends on various vehicles. It also implies that
at a higher velocity, the driver reaches the maximum deceleration quickly. The results of this study can be used to enter
the values of acceleration, deceleration, and velocity of the braking classification model [31]. The Institute for Traffic
Engineering’s recommends average decelerating rate is 3.0 m/s2 [32] and ac- cording to AASHTO [33] is 3.4 m/s2 for
four wheels vehicles. In this paper, the average maximum deceleration rate observed for gasoline cars is 3.88 m/s and
for diesel cars is 4.53 m/s. Zeeman [34] defines a longitudinal deceleration with the rate of 3.5m/s. It is equivalent to
0.35g as the ideal deceleration for a highway stop. This value is a comfortable level of retarding (according to the [22]
classification) for most drivers in maintaining steering control during braking maneuvers.

Bagdadi and Varhelyi [17] show that for a situation where the initial speed is at 50 km/h and 70 km/h, it has about
1.5 seconds to perform the braking maneuver, the average rate of change in acceleration is 1 g/s or about 9.81 m/s.
Thus, in this paper, a value of 1 g/s was chosen as the maximum threshold for hazardous braking rates. Naude [35]
states that the speed of the vehicle when the driver starts braking with the vehicle uses ABS (Anti-lock Brake System)
and BAS (Brake Assistance System). The braking distance is approximately 30 m, and the average deceleration is
about 7.6 m/s, with a maximum peak at 11 m/s . Based on the deceleration, velocity, and jerk value as mentioned in
the reference, we further define the membership function of Fuzzy logic as depicted in Table 1.

The second stage of designing the Fuzzy inference system is creating a rule-based on each parameter’s data
and boundary values. The rule design is created using the Matlab Fuzzy Toolbox application. In addition, we can define
rules as much as possible. Figure 5 depicts rules definition that is made to find out the final result of each data obtained.
Since three variables are used as input with three membership functions, the result Fuzzy inference system is also
depicted in the right of Figure 5. Generally, it is possible to add some rules if needed. In Figure 5, one of the data is
input into the rules that have been made, so the rule design shows whether the forensic braking data shows comfort,
discomfort, or dangerous. Since the limited space in this paper, the Fuzzy inference system design process will not be
discussed in detail in this paper.

Table 1. Fuzzy Membership Function

Funtion Variable Value Membership
HighDeceleration  [-10 -4] {orDscooraon-  Docoseaton Normal  Accoran_He
Deceleration [-6 -0]
Normal [[1 -1] v
Acceleration Acceleration [0 6]
HighAcceleration [4 10] o

SIOW [0 10] 1S\aw Moderate - b';igh T
Moderate [5 25]
Input — vzelocity High [20 100]
ngh' ['12 -4] : High- "smal- Nomal  Smale Hight
Small- [-8 0]
Normal [25 25]
Jerk Small+ [0 8]
High+ [4 12] ‘ .
Comfort [1] 1
Discomfort [20]
Output .
Dangerous [30]
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Figure 5. The Simulation of Fuzzy Inference Rule and the Fuzzy Output Showing the Category of the Results of the

Braking Condition Forensic

3. Results and Discussion
3.1 Deceleration and Velocity

The plot of acceleration for each driving condition and speed value can be seen in Figure 6. As mentioned in the

previous paragraph, acceleration and velocity are obtained from the vehicle data recorder. For the experiment purposes,
acceleration (in braking condition it is called deceleration) data is collected on Jakarta-Cikampek Toll Road and in
Bandung City (normal conditions and traffic jams). Especially for recording sudden and dangerous braking conditions,
data collection was collected around the GBLA Bandung Stadium during no traffic condition. Vehicle speed varies
according to different types of driving. The average driving speed on inner-city roads and toll roads is maintained at 30
km/h to 60 km/h. During a traffic jam on inner-city road, the vehicle’s speed is detected at 5 km/h to 15 km/h.

Traffic Jam
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Figure 6. Acceleration and Velocity from Various Driving Condition

During emergency brake, the vehicle ecperiences deceleration significantly. Since there exist inertial force,

however, the vehicle does not stop suddenly when the emergency brake is executed. This condition is depicted in
Figure 6 below. For forensic analysis purposes, the plot in Figure 6 shows a weakness if only the threshold of
accelerometer and velocity are used. Therefore, in this proposed forensic analysis model, the jerk values are used for
various types of driving to extract the information wether the braking system is dangerous of not due to the derivative
of acceleration.
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3.2 Analysis of Braking Data: City and Toll Roads

This section describes the example of forensic analysis of braking when the vehicle runs on toll roads, inner-city
roads, and normal and when traffic is a jam. The purpose of collecting data at different driving locations is to obtain
braking patterns, which will later be categorized into comfort, discomfort, and dangerous braking, referring to [22].
Examples of braking data and the results of a forensic analysis can be seen in Figure 7.

The left side of Figure 7 shows data input for forensic analysis. The vehicle’s velocity while driving on toll roads
and inner-city roads is in the range of 15 km/hr to 20 km/hour. The data is collected around 9.00 to 10.00 WIB in the
morning; the traffic is dense but not categorized as a traffic jam. The resulting deceleration or jerk data does not appear
to be significant or is still under the category of [22]. Thus, the forensic analysis concluded that in the crowded condition,
the braking occurred several times but still in the comfort category indicated by 100% of comfort data.

For travelling in a traffic jam, the vehicle’s speed is around 5 km/h - 10 km/h. Accelerometer data shows
deceleration with a recurring frequency, given the road is in traffic conditions and the driver brakes frequently. Jerk data
derived from deceleration still shows a value below the threshold. Thus, based on forensic analysis, it can be concluded
that there are several brakes in the city during traffic jams, but still in the comfort data 96.55% and discomfort data
3.36%.
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Figure 7. Fragment Data that Shows the Results of Forensic Analysis of Braking Data. Above: Results with 100%
Comfort Braking. Below: Results that Contains 0.07% Dangerous, 3.38% Discomfort, and 96.55% Comfort Braking

3.3 Analysis of Braking Data: Dangerous Category

This part explains the results of the braking forensic analysis by presenting three categories of brake as shown
in Figure 8. For the case of braking with comfort category, the recording data showed the deceleration reaching -2 m/s2
determined by the effect of braking. Though the data of speed showed a drastic decrease within 1s to 2s, the effect of
jerk was not so significant; therefore, the Fuzzy inference system stated that the braking forensic data was in the comfort
category with the output of Fuzzy <10. A different condition occurred in the Discomfort braking, i.e., when the decrease
of speed was quite drastical and in a period that was quite frequent accompanied with the significantly large value of
deceleration, i.e., approximately -5 m/s2 with the jerk value approaching -10 m/s3,
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Figure 8. Fragment Data that Shows the Results of Forensic Analysis of 1.23% dangerous Braking

In Figure 8 in the last part, the forensic analysis concluded that there has been a braking categorized in dangerous
braking. The forensic data of deceleration showed a quite significant value, i.e., approximately -8 m/s2. The vehicle
speed also experienced the decrease within approximately 2.5s. The braking condition also created a quite high jerk
around 12 m/s3 (see remark 1 in Figure 8). The high jerk was remarked with the forward jerk felt by the driver. Based
upon the values obtained, the forensic analysis based on the Fuzzy inference system concluded that there has been a
dangerous braking condition between 25 and 26 seconds. This can be seen in the part of output Fuzzy logic as remarked
by the red plot. Certainly, the results of Fuzzy inference system-based analysis can be used further as forensic evidence,
for instance, to determine when the accident (or crash) occurs, and whether the driver does a brake (braking effect).
Also, other investigation question can be developed. For the further development, it not simply uses the forensic data
of acceleration, speed and jerk. Other data needs to be integrated into the system to result in a quite strong forensic
conclusion to see the factor of an accident.

4. Conclusion

For the forensic analysis purpose, most of previous researchers used acceleration / deceleration and speed for
the detection system of driver's attitude. This paper presents a forensic analysis model using deceleration, velocity and
jerk data as velocity derivatives. The forensic data were then processed using an algorithm based on the Fuzzy
inference system that we built to categorize the vehicle braking condition, whether they were comfort, discomfort, or
dangerous category. One of the contributions of this paper is the longitudinal acceleration (in this case more specifically
as deceleration) along with the jerk caused by changes in deceleration with time in which it can be used as forensic
evidence of the braking condition of the drivers. Forensic data can show between driving in urban environments and
driving on highway in terms of normal and hazardous braking categories. Although the value of each variable varied
with different driving situations, this can be adapted to certain environments, such as the vehicle type and the speed
category used. From the experiments conducted, it showed that the model proposed in this paper can be used as a
reference as a computational model for processing braking data and producing forensic decisions, for example, used
to find factors causing crash or accidents. Further, the use of other sensors, taken from OBD or external sensors, can
strengthen forensic analysis decisions to find the cause of an accident.
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