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1. Introduction

Role Playing Game (RPG) is a type of game which prioritizes the storyline and the development of the main
characters to determine the course of the game. One type of RPG gamea that so popular is Granblue Fantasy [1].
Granblue Fantasy is a video role-playing game developed by Cygames. This game uses a turn-based system where
players and opponents take turn actions such as attacking monsters to win the game. Players can invite other players
from all over the world to help fight monsters that are almost impossible to fight alone to win with teamwork. On the
other hand, the monster that is impossible to defeat alone actually gives a challenge to some players, then comes the
players who can defeat the monster alone and it becomes special satisfaction for these players. Then the developer
takes the initiative to create a game for players who can complete a solo battle against. The monsters are impossible
to defeat themselves. When players already have had great equipments and characters, they tend to do e-sports. E-
sport is a predicate called the Most Valuable Player (MVP). Deep Packet Inspection (DPI) is a method for checking data
packages in internet traffic [2]. This method is usually used to find a hidden pattern in data packet that is usually
contained in headers, protocols, payloads and others [3]. DPI is also useful for classifying traffic data based on the port
number and protocol used [3]. This work selects the DPI because it can quickly and efficiently find desired patterns.
Before checking the data packet, the data packet is captured by using WireShark, an open source sniffer. According
research work in [4] the genre or type of online game has different traffic patterns, because there are different
parameters in the traffic patterns generated by each different type of games. Those parameters will be used for
searching patterns in the traffics that have been captured. Research carried out by Kim et al. [5] analyzes data traffic
on an MMORPG Line Age Il game. Some parameters are examined such as data packet size, bandwidth size, inter-
arrival time and Round Trip Time (RTT). The study concludes that the characteristics of the game traffic are small packet
size, large bandwidth, fast inter-arrival time, and fast round trip time to avoid delay or lag.

Previous research in [6] discusses the pattern recognition in the online game Dragon Nest. The work explains
how to find patterns in Dragon Nest game traffic and analyze the player's habit patterns. Research work in [7] uses the
DPI method to identify traffic data. Data traffic is captured using WireShark, then extracted using feature extraction, and
then analyzed to see whether there is a pattern in the traffic. Research in [7] uses the Correlation based Feature
Selection (CFS). CFS was implemented to reduce the raw data size and improve the accuracy. Stiawan et al. [8] use
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selection feature process in obtaining key features such as port destination, flags, ip length and packet length, and
report that the accuracy of traffic analysis was improved. Winanto et al. [9] state that the small number of features can
complicate the pattern recognition process. Thus, selecting features from raw data is more effective. Feature selection
can reduce the dimensionality of the data. Large data consumes a lot of memory and power resource. By using feature
selection, pattern visualization is faster and easier to construct. The main contribution of this study is a selection of key
features of Granblue Fantasy game traffic using CFS, and its visualization using the DPI method.

This paper is organized as follows, Section | gives introduction, Section Il describes the data and material along
with the methodology used in this research. Section Il discusses the obtained result and its analysis. Lastly, Section IV
conludes the study.

2. Research Method

In this paper, DPI is used to find the patterns in the Granblue Fantasy game traffic. Patterns can be found by
looking at the feature of the traffic [10][11], e.g.: IP addresses, payloads, protocols and others.
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Figure 1. Research Methodology

Figure 1 shows the research steps diagram. The first step is to build the topology and then followed by installation
and configuration of the wireShark program and the Chrome browser on PC. The next step is dataset creation by sniffing
the network traffic using WireShark. The sniffed traffic is store in the dataset in the form of .Pcap then is processed and
extracted using feature extraction. The following step is feature selection process using CFS and DPI to get the patterns.
Finally, visualize the patterns.

2.1 Experimental Set Up

Figure 2 depicts the topology design for the experiments. The client-server topology is chosen. Four scenarios
are prepared for the experements.

Granblue

Fantasv Server

Interconnection
Network

Granblue Fantasy
Client

Figure 2. Topology Design

2.2 Hardware and Software Specification
Hardware specifications used in this work is PC as a client running Microsoft windows 7, 32-bit and attached to
a network with access to the internet through a router. Hardware Specifications are presented in Table 1.

Table 1. Hardware Specifications

Function Specifications
Client Microsoft Windows 7 32-bit
Network Smartfren Andromax M3Y
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Softwares used for the expereiments include WireShark, Python programming language, and internet browser.
The WireShark as a traffic sniffer [12][13]. The python is used to implement feature extraction and CFS process. The
last is Chrome as the internet browser. Software specification is presented in Table 2.

Table 2. Software Specification

Tool Function Description
WireShark Traffic Sniffer WireShark 2.6.6 Windows
Python Feature extraction Python 3
Chrome Browser Browser Version 73.0.3683.103

2.3 Features Extraction
The detall of the feature extraction process is explained in Figure 3. The extracted features are then selected
appropriately and will be used for visualization purpose. All These features run at the Transport Layer.

Read PCAP

v
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Protocol, IP, Port, TTL, Length
Header, Total Length, ID
Header, Checksum Header,
Fragment off, Flags, Ack Sum, —»
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Figure 3. Feature Extraction Process

Traffic that has been captured will produce raw data, the data is difficult to read and understand because the
header is unique and hidden in the protocol [14]. The features extracted from the raw data are used as parameters that
represent the whole traffic data [15] and can simplify and speed up the traffic classification/detection process. Table 3
shows the features names and their ID humbers.

Table 3. Feature List

Feature |ID# Feature Name
1 Packet Number
2 Tempstems
3 Service
4 Ip source
5 Ip destination
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6 Port source
7 Port destination
8 Sequence

9 Acknowledge
10 Windows
11 Flags

12 TTL

13 Ip length
14 Ip checksum
15 Ip_id

16 Ip_off

17 Packet length
18 Protokol
19 Payload

2.4 Correlation based Feature Selection (CFS)

This work uses the Correlation based Feature Selection (CFS) method. It belongs to the heuristic method by
looking each field used for inter class predictions field with correlations between levels. Formulae for Correlation-based
Feature Selection (CFS) are as follow.

T = o &
Y Jk+k (k= Dryf
Yepr T Topp o+ 7,
CFS = maxg, o1~ oz ok ¥

Jk+k (k= Dryy

T IS relation between the fields. K is the number of field, ., is average the field and ¢, is correlation between
the field. The CFS value will be computed using Equation 1 and Equation 2.

2.5 Deep Packet Inspection

Deep Packet Inspection (DPI) is a method for viewing the contents of data packets on internet traffic [16], in other
words DPI filters the interconnection network. DPI detects the data (packets contents) and signatures (packet ID). The
DPI filters the network by analyzing the signature payload on the packet using the string maching algorithm or using the
expression matching algorithm.

DPI analyzes the signatures to understand data packages in an application. Signature is a unique sign contained
in an application. The signature is stored into a database, so the detection engine can classify the traffic. This research
uses DPI to identify/recognize patterns by analyzing signatures on traffic payloads [17].

2.5.1 Pattern Based Signature Algorithm

Pattern based signature is the way of DPI for identifying the network traffic. In the network traffic, the signatures
were captured using WireShark. From all of the features, only seven features were selected by CFS. The selected
features were classified using DPI method to get the patterns. The considered patterns are Gacha, Solo Raid, Kasino
and Multiraid. The filtering process is as follow.

Gacha if doing the battles in the first time
Solo Raid if doing the raid battle independently in a day for three times
Kasino if doing the casino poker for five minutes in five times
Multiraid if doing the raid battles with many players and do it in three times

Pattern =

2.6 Visualization

Visualization is a method to delivering information of the traffic data to get the image form with the aim to
understand the information provided. In this work, visualization of the Granblue Fantasy game traffic [18] patterns is
done using parallel coordinate graphs [19][20]. A parallel coordinate graph is a graph with coordinate lines that present
data dimensionality. The used features will be distinguished by different colors. The CFS features that will be used for
visualization are Ip Src, Ip Lenght, Ip Dest, Port Src, Port Dest, Flags and TTL.
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3. Results and Discussion
3.1 Sniffing Dataset

In the experiment, up to 20 MB of raw data of Granblue Fantasy traffic were captured by using WireShark in form
of (.pcap).and contains up to 29,341 rows of data. TCP and UDP traffics dominate the protocols that appear in traffic
data. The traffic data percentage is calculated as the number of data packets divided by the total data packets and
multiplied by one hundred percent. The total of all data packets is 83,787 (100%), with total TCP packets was 81906
(98%), total UDP packets was 943 (1%) and other packages was 938 (1%). The entire TCP packet comes from the
online game Granblue Fantasy, while the UDP comes from Domain Name Server (DNS) traffic. Table 4 presents the
captured data for each scenario.

Table 4. Sniffing Dataset
Protocol

Scenario Trial TCP (%) UDP (%) Etc (%) Total

1 5376 (98%) 62 (1%) 32 (1%) 5470 (100%)

1 2 5313 (98%) 58 (1%) 12 (1%) 5383 (100%)
3 4733 (97%) 82 (2%) 29 (1%) 4844 (100%)

1 10234 (98%) 68 (1%) 103 (1%) 10405 (100%)

2 2 2748 (97%) 30 (1%) 58 (2%) 2836 (100%)
3 3118 (96%) 62 (2%) 72 (2%) 3252 (100%)

1 1635 (95%) 47 (3%) 28 (2%) 1710 (100%)

3 2 2044 (98%) 24 (1%) 29 (1%) 2097 (100%)
3 2286 (96%) 50 (2%) 44 (2%) 2380 (100%)

1 28752 (98%) 250 (1%) 339 (1%) 29341 (100%)

4 2 7720 (98%) 108 (1%) 95 (1%) 7923 (100%)
3 7947 (98%) 102 (1%) 97 (1%) 8146 (100%)

Total 81906 (98%) 943 (1%) 938 (1%) 83787 (100%)

3.2 Feature Extraction Result

The traffic packets were captured on April 19t 2019, for duration of 2 hours 58 minutes and 50 seconds. Figure

4 depicts a screenshot of the packet capturing in the experiment and displays IP source of 203.104.248.7 and IP
destination of 192.168.1.103. The source port is using port 80 and destination port is using port 57467. The number of
bytes that can be sent was 4080. The Flags used were SYN and ACK. The TTL value was 238. IP length was 48. The
checksum value in decimal is 19920 and Data Reader was 4DDO0. The value of packet identification in decimal was
47479 and Data Reader is B977. TCP length was 28.

No. ITime Isaur:a IDestinm |Protoco| ]Lenqkh’lnfu
1 0.000000 192.168.1.103 203.104.248.7 TCP 66 57467 + 80 [SYN] Seq=@ Win=8192 Len=@ M35-1460 HS=256 SACK PERN=1
2 0.153544 203.104.248.7 192.168.1.103 TCP 62 80 + 57467 [SYN, ACK] Seq=@ Ack=1 Win=4080 Len=@ M35=1360 SACK PERM=1
3 2.153914 192.168.1.103 203.104.248.7 TCP 54 57467 + 80 [ACK] Seq=1 Ack=1 Win=1768@ Len=0

]
[= Frame 2: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
Encapsulation type: Ethernet (1
r 9, 2019 92:58:50.602818000 SE Asia Standard Time
[Time shift for this packet: @.000020002 seconds]
Epoch Time: 1554753530.602818000 seconds
[Time delta from previous captured frame: @.153544000 seconds)
[Time delta from previous displayed frame: 0.153544000 seconds)
[Time since reference or first frame: 0.153544000 seconds]
Frame Humber: 2
Frame Length: 62 bytes (496 bits)
Capture Length: 62 bytes (496 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp)]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]
[= Internet Protocol Version 4, Src: 203.104.248.7, Dst: 192.168.1.103
0102 .... = Version: 4
ve.. 0121 = Header Length: 20 bytes (5)
& Differentiated Services Field: @x@0 (DSCP: (5@, ECN: Wot-ECT)
Total Length: 48
Identification: @xb977 (47479)
# Flags: €x4000, Don't fragment
Time to live: 238
Protocol: TCP (6)
Header checksum: @x4dd@ [validation disabled]
[Header checksum status: Unverified]
Source: 203.104.248.7
Destination: 192.168.1.103

[= Transmission Control Protocol, Src Port: 88, Dst Port: 57467, Seq: @, Ack: 1, Len: @
Source Port: 82
Destination Port: 57467
[Stream index: @]
[TCP Segment Len: @]
Sequence number: @
[Next sequence number: @

(relative sequence number)
(relative sequence number)]

Acknowledgment number: 1 (relative ack number)
0111 .... = Header Length: 28 bytes (7)
+ Flags: @x@12 (SYN, ACK)
Hindow size value: 4080
[Calculated window size: 408@)
Checksum: @x@545 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

=

A B C D E k G H I | K L M N 0 P Q R
1 | NO TEMPSTEMS SERVICE IP_SRC IP_DST SPORT DPORT SEQ ACK WIN  FLAGS TTL IP_LENGTH IP_CEKSUM IP_ID IP_OFF TCP/UDP/ICMP_LENGTH PROTOCOL
2| 12018-04-0902:58:50.443274 http 192.168.1,103  203.104.248.7 57467 80 2043954644 0 81926 128 52 21320 8700 16384 2 tep
3| 22018-04-0902:58:50.602818 http 203.104.248.7  192.168.1.103 80 57467 172572417 2043954645 4080 SA 238 48 19920 47479 16384 28 tep

Figure 4. Screenshot of Feature Extraction Result
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3.3 Correlation-based Feature Selection (CFS) Result
Feature selection in CFS process filters only seven features, i.e.: features with ID: 4, 5, 6, 7, 11, 12 and 13 out
of 19 features. They are IP Src, IP Lenght, IP Dest, Port Src, Port Dest, Flags and TTL.

3.4 The DPI Result

The seven features selected from CFS process will be used by the DPI method to classify the traffic in the dataset.
Table 5 shows the classification results. It is observed that Multiraid traffic pattern uses the most of the data with 1400
IP Length.

Table 5. Feature in CFS Result
Pattern IPSrc  PortSrc  IPDest PortDest Flags  TTL IP Length

Gacha 120 443 103 56175 10 43 1100
Solo Raid 168 443 103 57193 110 236 1001
Kasino 7 80 103 56683 210 238 1103
Multiraid 5 112 103 49906 160 237 1400

3.5 Data Visualization of the Granblue Fantasy Game Traffic

The visualization technique used in this work is parallel coordinates. Parallel coordinates is a visualization
technique that describes dimensional data and attributes that are used by more than one type of attributes by using
different colors for each type of attribute to distinguish them. The attributes used for visualization are the normalized
results displayed in Table 6, namely ip src, src port, ip dest, port etc., flags, ttl and ip length, which will be displayed in
the visualization as IP Src, IP Lenght, IP Dest, Port Src, Port Dest, Flags and TTL.

Figure 5 shows a pattern when a player performs a gacha. Each attribute has its own place called coordinate
which is shown by pulling the line from top to bottom, with values ranging from 0 to 300. The IP used is 192.168.1.101
as the player's IP. IPs for the servers (destination IPs) are: 203.104.248.7, 103.23.4.120, 103.23.4.168,
202.166.185.168, 202.166.185.169. The port used by the player is a dynamic port with a value range between 40,000
and 70,000, while the server uses a static port with a value range of 80 to 443. Then the flags are 10 for ACK, 50 for
FIN, 100 for PSH, 150 for RST, 200 for SYN, 60 for FIN ACK, 110 for PSH ACK, 160 for RST ACK and 210 for SYN
ACK. The length of the IP from the server side varies between 40 to 1400, the player side also varies between 40 to
1400.

IP_SRC IP_D5T SPORT DPFORT FLAGS TTL IP_LENGTH
300 300 Tk Ok 250 250 1500
300 300 4 Tk 4 70k 4 250 4 250 4

B0k 60k
200 4 200 4 1200

il 50k

40 40k
BO0H

1007 TO02 (&

4004

=

Figure 5. Gacha Traffic Pattern Visualization

The TTL from the server side is 44, 45 and 237, while from the player side is 128. The length of the IP from the
player side is more numerous and dense than the server side because the player makes a lot of data requests from the
server to display gacha goods data that will be received by the player.
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Figure 6. Solo Raid Pattern Visualization

Figure 6 shows the Solo Raid traffic pattern. The IP used by the player is 192.168.1.103. While the IP used by
the servers are 203.104.248.5, 203.104.248.7, 103.23.4.120, 103.23.4.168, 202.166.185.168, 202.166.185.169. The
port used by the player is a dynamic port with a value range between 40,000 to 65,000, while the server uses a static
port with a value range of 80, 443 and 11230. The flags are 10 for ACK, 50 for FIN, 100 for PSH, 150 for RST, 200 for
SYN, 60 for FIN ACK, 110 for PSH ACK, 160 for RST ACK and 210 for SYN ACK. The server’s length IP varies between
40 and 1400, the player side also varies between 40 and 1400. The server sides’ TTL are 43, 44, 236 and 238, while
the player side is 128. The IP length in Solo Raid traffic pattern is a bit lower compared to the Gache pattern because
the player makes a data request that is slightly directly proportional to the action of the player that is done a little while
doing a Solo Raid, while the IP length of the server is quite less than the length of the player's IP. Besides, a lot of data
were cut off during data normalization,

IP_SRC IP_DST SPORT DPORT FLAGS TTL IP_LENGTH
300 30 70k 0k 250 250 1500
300 300 4 70k 0 250 250
140
- . 60K/ 50
LU LU
I 20 200 120
S0k 4 50
|
200 2001 {0005
40k - 40K - e
&0l
30k 30
0 100 | 2
00 0o
20k 20k s |
50
oo 2 10k 100k 004
0 0 0 0 0 0
0 0 0 0 0 0 0

Figure 7. Casino Traffic Pattern Visualization
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Figure 7 shows the traffic pattern when a user plays Casinos. The IP used by the player is 192.168.1.103. While
the IP used by the servers are 203.104.248.7, 103.23.4.120, 103.23.4.168, 202.166.185.168, 202.166.185.169. Ports
used by players are dynamic ports ranging from 50,000 to 70,000, while servers use static ports with ranges of 80 and
443. Flags are 10 for ACK, 50 for FIN, 100 for PSH, 150 for RST, 200 for SYN, 60 for FIN ACK, 110 for PSH ACK, 160
for RST ACK and 210 for SYN ACK. The length of the IP from the server side varies between 40 and 1400; the player
side also varies between 40 and 1400. The TTL from the server side is 43, 44, 236 and 238, while the player side is
128. The length of the IP from the player side looks more centered on an area in the picture, because the data requested
by the player is done repeatedly.

The last pattern is a Multiraid pattern. The pattern when a user plays Multiraid is shown in Figure 8. The IP used
by the player is 192.168.1.101. While the IP used by the server is 203.104.248.5, 203.104.248.7, 103.23.4.120,
103.23.4.168, 202.166.185.168, 202.166.185.169. The port used by the player is a dynamic port with a range between
40,000 and 70,000, while the server used is a static port with a range of 80, 443 and 11230. The flags are 10 for ACK,
50 for FIN, 100 for PSH, 150 for RST, 200 for SYN, 60 for FIN ACK, 110 for PSH ACK, 160 for RST ACK and 210 for
SYN ACK. The length of the IP from the server side varies between 40 and 1400; the player side also varies between
40 and 1400. The TTL from the server side is 44, 45 and 237, while the player side is 128. The IP length of the Multiraid
pattern looks higher and denser than Solo Raid, because many players are in one raid space so the data generated by
the server is more.

IP_SRC IP_D5T SPORT DPORT FLAGS TTL IP_LENGTH
300 300 Tk T0k 250 250 1500
300 300 4 Tk 4 70k 4 250 4 250 4

200 200 4 12004

! 501k 4 50K 4 |
200 2004 10004

40k - 40k |

=

Figure 8. Multiraid Traffic Pattern Visualization

4. Conclusion

In this paper, the authors have proposed a new scheme for visualizing traffic patterns of the Granblue Fantasy
Game. To reduce the size of raw data and memory, this work uses CFS as it has a good performance to get the key
features. The CFS filters seven features for classifying the traffic using DPI. The experiment result shows that Multiraid
battle uses a lot of data compared to other games because many players are in one raid battle. Contrary, the Casino
game uses a little data in one scenario session. This work also shows that network traffic visualization makes the traffic
analysis process easier. As for future work, the authors consider security level in Granblue Fantasy Game against the
hacker.
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